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KomnaHwus «[Joktop Beb» — poccnmckimin paspabotimk cpeacTB MHDOpMaLMOHHOW 6e30-
MacHOCTN. AHTUBUPYCHbIe Nporpammbl Dr.\Web — cemMencTBo KOMMNbIOTEPHBIX MPOrpamm,
CO3[aHHbIX MHTENNEKTyallbHbIM TPYAOM TaNnaHTMBbIX POCCUNCKMX MPOrPaMMUCTOB NOS,
pyKOBOACTBOM VIrops [laHunosa.

KomMnaHus npepnaraer 3 @ekTBHbIE aHTUBUPYCHbIE N aHTUCNAM-pPELLEHMSA KakK s
KPYMHbIX KOMMAHWA U FOCYAaPCTBEHHbIX OpPraHmM3aLmMm, Tak 1 Ans YacTHbIX NOfb30Ba-
Tenen. AHTUBMpPYCHble NpoaykTel Dr.\Web pa3pabatbiBatotcs ¢ 1992 roga, HeEM3MEHHO
LLEMOHCTPUPYIOT NPEBOCXOAHbIE pPe3yNbTaThl AETEKTUPOBAHWS BPeAOHOCHBIX MPOrpamMm
M COOTBETCTBYIOT MUPOBbLIM CTaHZAapTaM be3zonacHoctn. CepTudukaTbl M Harpagpl, a
TakXke OOWUVpHas reorpadus nonb3oBatenen Dr.\Web cBmMaeTenbCTBYOT O BbICOKOM
CTeneHn LOBEPUS K MPOAYKTaM KOMMaHNN,

AHTUBMPYCHas Npoaykumsa koMmnaHum «Joktop Beb» co3gaHa Ha 0CHOBe CODCTBEHHOWM
TexHonormm. «JJoktop Beb» — oguH 13 HEMHOIUX aHTMBUPYCHbLIX BEHOOPOB B MUPE,
BnagetoLx COBCTBEHHOM YHMKANbHOW TEXHONOMen AeTeKTUPOBaHWA 1 NeYeHus Bpeao-
HOCHbIX MPOrPaMM; MMeeT COOCTBEHHYIO CNy>KOy BUPYCHOMO MOHUTOPUHIA U aHaNnTL-
Yeckylo Nabopatopuio. OTo 00yCNaBAMBAET BbICOKYIO CKOPOCTb peakLmm CrneLmanmcroB
KOMMaHWN Ha HOBble BMPYCHbIE yrpo3bl, CNOCODHOCTb OKa3aTb MOMOLLb KMEHTaM B
peLleHn Npobnem Mobor CNOXHOCT B CHUTaHHbIE Yachl.

BaxkHom ocobeHHocTbio Dr.\Web siBnsieTca ero MoaynbHas apxutekTypa. Bce npogykTbl
N peLleHus BKITOHAIOT B cebs efMHOe aHTUBMPYCHoe sapo Dr.Web, a Takxke mcnonb-
3YI0T EMHYI0 CUCTEMY OOHOBIIEHMI BUPYCHBIX 0a3 1 rNobanbHY0 CUCTEMY TEXHUYECKOM
nopaepxku. TexHonornm Dr.\Web no3BonsioT opraH30BaTh HAAEXHYIO aHTUBUPYCHYIO
3aLLMTY Kak B paMKax KpymnHbIX KOPNOPATUBHbIX CeTel, Tak U Ha AOMaLLHEM KOMMbloTepe
UNY B AOMALLHEM odmce.

MoMMUMO BMPYCOB U BPeAOHOCHbIX mporpaMm Dr.\Web cnocobeH Takxe obOHapyu-
BaTb W yOansTb C KOMMblOTepa pa3fvyHble HexenaTtenbHble nporpaMMmsbl (pekramHble
NporpaMmbl, MPOrpaMMbl [03BOHA, MPOrPaMMbl-LLUYTKM, MNOTEHLUMANbHO OnacHble
nporpaMMbl, MpPoOrpamMmbl B3fioMa — spyware/riskware), cnam u HexenaTenbHble
no4YToBble COODLLEHUSA (DULLNHT-, DaPMUHT-, CKAMMWHT 1 bounce-coobLeHns).
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Dr.Web — aHTUBMPYC, KOTOPbIN IEYUT OT BUPYCOB

BaxkHbIM NnokasaTteneM KadecTa paboTbl aHTUBUPYCHOM NPOrpaMMbl ABISAETCS He TOMTbKO
ee CNoCOBHOCTb HAaXOOUTb BUPYChI, HO U NEYNTb UX; He MPOCTO yaanaTb UHPULUPO-
BaHHble hansbl BMeCTe C BaXHOW A9 NoJfib30BaTens MHhopMaLmen, HO 1 BO3BpaLlaTh
NX B NepBOHaYabHOe «300p0oBoe» cocTosaHMe. Dr.\Web nmeeT cambii BbICOKWM B aHTU-
BUPYCHOW MHOYCTPUM NPOLEHT 3hMEKTUBHOIO NeYeHNs akTUBHOO 3apaxeHus. VIcnosb-
30BaHMe YHMKaMbHbIX TEXHOMOIMI 00pPaboTKM NPOLLECCOB B NMAMATK U NPEBOCXOAHbIE
BO3MOXHOCTW MO HENTPaNM3aLMM akTUBHOMO 3apaXKeHns Mo3BOMAT MHCTANIMPOBaTh
Dr.Web npamMo Ha 3apaxeHHyio MaLlnHy (6e3 HeobXxoOMMOCTU NpeaBapuUTeNibHOMo ee
neyexums).

Camo3aluTa U BUPYCOYyCTONYNBOCTb

Bo3MOXHOCTb paboTbl Ha yXe MHOUUMPOBAHHOM KOMIMbIOTEPE U WCKIIOYN-
TeNlbHasi BUPYCOYCTOMYMBOCTb BblgensitoT Dr.\Web cpeamn Bcex apyrmx aHanormyHbix
nporpaMmm. CTONKUA UIMMYHNTET K MoObIM NMOMbITKaM BPEAOHOCHbIX MPOrpaMm BbIBECTU
DrWeb 13 cTtpos obecnevymBaeT He MMM aHanoroB Ha aHTUBUPYCHOM pPbIHKE
KomnoHeHT camo3awuTbl Dr.Web SelfPROtect. Dr.Web SelfPROtect orpaHunumBaet
JL0CTYyN BPedoHOCHbIX OOBEKTOB K CETW, (hanam 1 narnkam, HeKOTOPbIM BETKaM peecTpa
N CMEHHbIM HOCUTENAM Ha YPOBHE CUCTEMHOTO ApanBepa, 3aLUMLLAET OT MOMbITOK aHTU-
aHTMBUPYCHbIX MPOrpaMm npekpaTuTb MyHKLUMOHKpoBaHme Dr.Web.

Dr.Web Shield™ - mowHbIN MHCTPYMEHT NPOTUBOAENCTBUSA PYyTKUTaAM

Dr.Web Shield™ cnyxunt HageXHbIM WMTOM, 3aLLMLIAIOLWNM CUCTEMY OT PYTKMUTOB.
YT10ObI 0OHapPYXMTb pyTKMTLI, Dr.Web Shield™ npepoctaBnser ckaHepy Dr.Web
NPVBUNErMPOBAHHbIN JOCTYN K hannam, peectpy U OpyruM KpUTUYHbIM KOMMNOHEHTaM
CUCTEMBI C LIEeNbio NpoBeaeHKns bonee rnydokown NpoBepki. ITo No3BonseT boKMPOoBaTh
3aLLUMTHbIE MeXaHW3Mbl BPeAOHOCHbIX NPOorpaMm ¢ 601bLLOW fonen BeposaTHOCTM obHa-
PY>XMBaTb BCE M3BECTHbIE PYTKNTbI U stealth-Brpychl.

D deKkTUBHAA «3aLMTa Ha onepeXeHne» — 3aLiMTa OT HEU3BECTHbLIX BUPYCOB

Origins Tracing™ — yHVKaNbHbIA aNrOPUTM HECUrHaTYPHOro ODHapyXXeHWs Bpeno-
HOCHbIX OOBEKTOB, KOTOPbLIV [IOMOSHSAET TPAAMULMOHHbIE CUTHATYPHbIN MOUCK U 3BPUCTA-
4yeckm aHanmsatop Dr.\Web n cyuiectBeHHbIM 00pa3oM MOBbLILIAET YPOBEHb AETEKTU-
POBaHUSA paHee HEM3BECTHbIX BPeLOHOCHbIX NporpaMm. TexHonorns Origins Tracing™
MO3BOAIMMA 3HAYUTENIbHO COKPATUTb pPa3Mep CUrHaTypHbix 6a3 DrWeb u cHM3uTb
KONMYECTBO NIOXKHbIX CpabaTbiBaHNM 3BPUCTNHECKOrO aHanM3atopa. DBPUCTUHECKNN
aHanm3atop Dr.Web HageXHO NOBUT BCe pacMpOCTPaHEHHbIe TUMbl Yrpo3, onpeaenss
MX KJ1acC Mo pe3ynbraTtaM NpoBeAeHHOro pa3bopa 1 XxapakTepHbIM Npu3HakaM. [laxe B
TOM Clly4ae eCiiv CUrHaTypa BMpYca eLle He Obina fobaBneHa B 6a3y, NoAOOHbIN aHanu3
CTAHOBMUTCA HENPeoA4ONMMOUV MPerpagon Ha Myt NPOHUMKHOBEHUS BpedoHOocHoro MO
Ha KOMMblOTep.
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KoppekTHasi npoBepka apxMBOB M1 yrakoBaHHbIX hannos

Dr.Web nopnnepx1BaeT npoBepky OOMbLUNMHCTBA CYLLECTBYIOLIMX (DOPMATOB apXMBOB C
NoOOoN CTeneHbIo BIIOXKEHHOCTU, B TOM YMUCIe NPOBEPKY MHOMOTOMHbIX 1 CAMOpacnako-
BbIBAIOLLIMXCS apXMBOB. TakM 0Opa3omMm, iaxke eciiv BPeAOHOCHbIN 00beKT Bbll MHOro-
KpaTHO 3aapXMBMPOBAH W1 MPU 3TOM NCMOMb30BaNIUCh Pa3Hble TUMbl NOAAEPKNBAEMbIX
apxmBaTopoB, aHTMBMUpPYC Dr.Web 0b6s13aTensHO 0OHapyXMT 1 00e3BpeanT yrpo3sy.

FLY-CODE - He nmetoLLLast aHaoroB TeXHOMOM A YHMBEPCaibHOM PacnakoBKM, KOTOpas
NO3BONAET PaCcNakoBbIBAaTb Hen3BecTHble Dr.\Web ynakoBLIMKN. ba3npysack Ha cneum-
aNnbHbIX 3aMUCsiX B BUPYycHOW Base Dr.Web, nomckoBbI MOAYNb MOXET CTPOUTH 3BPU-
CTMYeckMe NPeanosiokeHUs O BO3MOXHO COAEPXKalLeMCst B YNakOBAaHHOM apxuBe
BPeAOHOCHOM 00bekTe, 100aBNAs K Ha3BaHMIO AETEKTUPYEMOro 0ObeKTa 3anmnch BMaa
«Bo3moxHo Trojan.Packed». [laxe ecnu BpefoHOCHas nporpamMmMa Oblna 3anakoBaHa
ellle HEM3BECTHbIM METOAOM, eV HMKAK He yAacTCs MPOHWKHYTb Ha MALLVHY MOMb30Ba-
TENs.

CnocobHoCTb 0OHapyXmMBaTb BMPYChl, HE CylecTByloWmMe B BUae ¢hannos,
N NeYNTb OT HUX KOMMbIOTEP

B Dr.Web peanu3soBaHa CnocoOHOCTb OOHapyXmBaTb U HEMTPANM30BbIBaTb BUPYCHI,
CYLLLECTBYIOLLIME B OMNepaTMBHOW NaMSTL U HUKOTAA He BCTPeYaloLmMecs B BULE OTAENbHbIX
dannos, Takme kak Slammer 1 CodeRed. 3Ta otnmyatoLas aHTUBMpYC Dr.Web oT MHOrMx
LPYrux aHTUBMPYCOB CNOCOBHOCTb MOsBMUMACk B NporpamMme Gnarofaps peanmsaumm
NOMHOWM NPOBEPKM CUCTEMHOM NaMsATV KoMrbtoTepa. B nione 2001 roga, Koraa pa3pas-
nnacb annaemmns CodeRed, oka3anochk, 4TO TOLKO OAMH aHTUBMPYC B MMpe — Dr.Web
— ObIn cnocobeH 0OHaPYXXMTb 3TOT BUPYC B MaMATL KOMMbtoTepa. [axe ceryac nmub
HEMHOre aHTUBUPYCbl YMEIOT NeYnTb NOJOOHbIE BUPYCHI.

Ocobas opraHusaums BupycHon 6asbl Dr.\Web

u PekopAHO Manoe 41cno 3anmcen

u Manbivi pa3mep OOHOBEH WM

L] Bcero opHa 3anncb NO3BOMAET OMpefensiTb AeCATKM, COTHU W Oaxe TbICAYn
Noa0OHbIX BUPYCOB

MpyHUMNManbHoOe OTNnYMe BUPYCHOW Oasbl Dr.\Web oT BMpycHbIX 6a3 psaa Apyrnx
NporpamMm COCTONT B TOM, YTO MPU MEHbLLEM YCTE 3anncen OHa NO3BONSET AETEKTUPO-
BaTb Takoe Xe (1 faxe Oonbluee) YUCSI0 BUPYCOB U BPEAOHOCHbIX MPOrpaMM.

Y7o patoT nonb3oBaTento Manbi pasmep 6asbl Dr.\Web n meHbwee yucno
3anmncen B Hen?

[ DKOHOMMSA MecCTa Ha Ancke

DKOHOMMWS ONEepPaTVBHOW NaMSATH

DKOHOMMSA Tpaduka nNpm 0bHoBNEHWN Ga3

BbiCcOKas CKOpOCTb aHanmsa BMpyCcoB

BO3MOXHOCTb OnpefensTb BMPYCbl, KOTOpble elle TOonbko OyayT Co3daHbl B
OynyLlem nyteM MOAMMUKALMN YXKe CYLLECTBYIOLLMX BEPCUN
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Cucrema obHOBNEHUN

Cnyxba BrpycHoro MoHutopuHra Dr.\Web npownssoamt cobop obpasLoB BMpYCcOB
No BCEMY MUPY.

«fopsiume» OOHOBMEHWUS BbIMYCKAIOTCA HEMEe[NeHHO MOoC/e aHanmM3a HOBOW
BMPYCHOW yrpo3bl.

Mepen BbINYCKOM OOHOBIEHWS TECTUPYIOTCA HAa OFPOMHOM KOSIMYECTBE YMCTbIX
dannos.

OOBHOBMNEHMSA MOCTYMAIOT K MOJIb30BaTENAM C HECKOJTbKMX CEPBEPOB, HAXOAALLMXCS
B Pa3HbIX TOYKaX 3€MHOTO LLIapa.

MpoLecc oOHOBNEHNS BUPYCHbIX 6a3 M MPOrpaMMHbIX MOAYNeN MOMHOCTbIO
aBTOMATM3MPOBaAH N MPONCXOAUT HE3AMETHO AJ15 MOMb30BaTeNs — MNPU KaXKA0M
NOAKMOYEHNM K CeTU VIHTEPHET, Mo 3anpocy Mnm No pacnymcaHmio.

3arpy3ka ocCyLecTBNsSeTcs ObICTPO (Oaxe Ha MeAneHHbIX MOJAEMHbIX CoeauHe-
HUSX).

Bcerna nmetorcs OOCTYyrMHble CepBepbl OOHOBNEHNN.

Mo 3aBeplIeHMM ODHOBNEHWS He TpebyeTcs nepesarpyaTtb KoMnbioTep: Dr.Web
Cpa3y roToB K paboTe C MCMOMb30BaHNEM CaMbIX CBEXMX BUPYCHbIX 6a3.

OOHOBEHMA MOXHO CKa4MBaTh B BMOE 3aapPXNBNPOBAHHbBIX qf)al7IJ'IOB.

PeannsoBaH MexaHu3M natden (patches), npu koTtopoM [ans oOHOBMEHWS
OTLENbHbIX KOMMOHEHTOB He TpebyeTcs CKaynMBaHNS HOBOW BEPCUM KOMMOHEHTa
LLENNKOM.
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MporpamMmMHoe obecneyeHre — 3T0 OOBEKT aBTOPCKOrO NpaBa, NMPOAYKT MHTENNEKTY-
aNlbHOro TPyAda KOMNeKT1Ba NPOrpaMMI1CTOB, 3TO TOBAp. 3a Nosib3oBaHue [10, Kak 1 3a
nonb3oBaHMe NobbIM TOBAPOM, Had0 NNaTUTb.

HeonnayeHHoe MO = ykpageHHbIN TOBap = afMUHUCTPATUBHO Hakasyemoe
npecrynieHue.

JIMUEH3MOHHBIN foroBOp 06 MCMONb30BaHWK NporpaMmmMHoro obecneveHns OO0 «[okTop
Beh» 3aksTio4aeTca Mex 1y KoHeYHbIM nonb3oBatenem (nokynatenem) 1 OO0 «[loktop Beb»
— NPOW3BOAMTENEM MpPOorpamMMHoro obecneyeHus Dr.\Web 1 obnapatenem nckmoym-
TeNbHbIX MPaB Ha Hero. JINLEH3VOHHbIV LOTOBOP ABMAETCA IOPUANYECKUM LOKYMEHTOM,
perynnpyoLuimM npaea 1 obs3aHHoCTK MpaBoobnagatens v MNMokynatens.

CornacHo ycnosuam JlnueH3noHHoro foroBopa Npasoobnagatens npenocrasnset KoHey-
HOMYy [Tonb3oBaTenio HeUCKNYUTENIbHOE 1 HernepeaaBaeMoe MPaBo Ha MUCMOoSb30BaHVe
MO Dr.Web Tonbko TeM CnocoboM 1 Ha Tex YCroBKsIX, KOTOpble yYKa3aHbl B TeKCTe JInLeH-
3MOHHOIO JOroBOpPA.

Cpok penctBust JIMLEH3MOHHOrO JOroBOpa UCHUCISETCH C MOMEHTa perncTpaummy nosb-
30BaTenemM nporpaMmsl Ha cepsepe OO0 «[JokTop Beb». Cornacvem MNokynatens c ycno-
BUAMMW NINLIEH3MOHHOMO JOrOBOPa CHMTAETCA HaXKaTMe Ha KHOMKY «f cornaceH» B npotecce
yCTaHOBKW AnCTpubyTBa Dr.Web.

Mpwy NoKynKe NUUEeH3MM Ha aHTMBKUpPYC Dr.Web nokynaTtento npefocraBnseTcs npaso:

| yCTaHaBJIMBaTb, NCMONb30BaTb, OTO6pa)KaTb, 3aMyCKaTb aHTUBMPYC, HO TOJIBKO Ha
TOM KOJIMHeCTBE KOMIMbOTEPOB OAHOBPEMEHHO N B TEHEHWME TOIO CPOKAa, KOTOpPbIE
onnadeHbl MM MpK I'Ipl/IO6peTeHI/Il/I JIMUEeH3nnM Ha KOHerTHbIl7I aHTl/IBI/IpyCHbII7I

NPOAYKT;
] BecnnaTtHO Nony4aTh 1 yCTaHABNMBATL OOHOBMEHMSA BUPYCHbIX 0a3 1 MporpaMMHble
MOZY/N aHTUBMPYCA B TeHYEHME BCErO CPpOKa AencTBUS JINLEH3MOHHOMO AOFOBOPa;

[ nony4aTb OecnnaTHyto TeXHNYeCKyo NOAAEePXKKY B TeHYeHe BCero Cpoka AencTBms
JINLLEeH3MOHHOro OroBOpa;

npoaneBaTb NMLEH3NIO CO CKMOKOM Ha NPoASiIeHNe B MAEHTUYHOM KOHMUTYpaLny;

NePEHOCUTb ANCTPUOYTUB NporpaMmbl Ha apyron MK B cly4ae CMeHbl KOMMbIO-
Tepa (Tpebyetcsa aenHcTannaums ¢ npexHero MK);

nepeycraHaBnvBaTb NporpaMmMy Ha ogHoM MK (Hanpumep, B cnydae cbos);
B CJ1y4ae yTepu NOBTOPHO Nofy4yaThb kitodeson darn Dr.\Web.
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HOKyﬂaTeﬂb He MMeeT MNpaBa:

u OCyLLeCTBNATbL pacnpoctpaHeHme [10, To ecTb NpefocTaBAAaTb MNPSMOW UK
KOCBEHHbIN gocTyn K MO (1nn ero KOMNOHEHTaM ), BOCNPOU3BEAEHHbIM B NioOoM
MaTepuanbHor hopme 1 NodbIM CNOCOOOM, B TOM YUCTE CETEBLIMU UM MHBIMU
cnocobamu, a Takxke nyTemMm NpPoAaxu, Coavn B Haem, NpenocTaBneHus B3anMbl,
BKJItO4As UMMOPT ANs Mobon 13 3TUX Lenen, Unu npu okasaHum noboro poaa
ycnyr (BbiNofHeHWM paboT) No 4oroBopaM C TPETbUMM NLAMU C MPSMbIM UK
KOCBEHHbIM MCNonb3oBaHWeM [10:;

| nepedaBatb KON NMNUEH3NMOHHOIO KJTHOHEBOTO q3a17|na TPETbUM NNLLAM nmbo
NnoMellaTb NX Ha HOCUTENN, OOCTYMHblE TPETbUM NNLLAM, a TaKXKe pa3MeLLaTb NX B
cetTn MHTepHET NI MHOM OTKPbITOM O0CTyne,

= [13accemMbnMpoBaTh, AEKOMMUIMPOBATL (Mpeobpa3oBbiBaTb 0OBEKTHBIM KoL, B
MCXOOHBIN TEKCT) MPOrpamMMbl, ©a3bl AaHHbIX U APYre KOMMOHEHTbI aHTUBMPYCOB
Dr.Web.

MpopykToBas nnHenka Dr.\Web Security Suite coctomT 13 NpodyKToB, KOMMEKTOB,
peleHnn 1 cepBMUCOB. MNPOAyKTbl 0ObeAMHEHbI B 5 rpynn no TNy 3allyMaeMblX
00BEKTOB, HTO 3HAYUTENBHO 0BNErvYaeT MOMCK HY>XXHOrO MPOAYKTa.

OnpepeneHne NpPoAyKTOBOM rpynnbl

MNepBbI BOMPOC, KOTOPbIN HEODXOAMMO 334aTb KOHEYHOMY MOSb30BaTeNto, YTOObI BbISIC-
HUTb, NPOAYKT 13 KakoW rpynnbl eMy Hy>eH: «Kakon 06bekT HeoOX0AMMO 3aLlmLLaTL?»
(cm. Tab. 1).

Onpegenenune OC

MNocne onpeneneHuns rpynnbl HeobxoauMo Yy3HaTb, nof kakon OC paboTaeT 00OBbeKT,
KOTOPbIM HEOOXOAMMO 3aLUTUTL (M. Tab. 2).

OnpepeneHune HY>XHOW nnueH3un (KomnnekcHas 3awmTa, AHTUBMPYC,
AHTUBUPYC+AHTMCNAM, AHTUCNAM)

Mocne onpeneneHns OC HeobOXoAMMO Y3HaTb, Kakow TWM 3almTbl TpebyeTcs
(koMnnekcHas 3almTa — 3alMTa OT BCEX BUOOB MHTEPHET-YIrPo3, aHTUBMPYC — 3aLLMThI
TONbKO OT BMPYCOB, aHTUCMaM — 3allMTa TONbKO OT Crama, aHTUBMPYC + aHTUCNaM —
3allMTa OT BUPYCOB U crnama) (cm. Tab 1).

OI'IpEJJ,EJ'IEHVIe TUMNa NnueH3Inm

[anee, HeOOXOOMMO ONpeaenTb CPOK W TUM NLIEH3UU — NePBMYHAs NMOKYMKa, NPoA-
neHve, [03aKynka, 4o3akynka+npoaseHie, Nokynka nonb3oBaTeneM U3 IbroTHOW KaTe-
ropun U T.4. (cM. pasgen «JIMLUeH3MpoBaHMe») 1 BMAO, NOCTaBkM (cM. pasden «Buabl
NOCTaBKM» ).

dopmMunpoBaHue koga NpoaykTa 1 onpeaeneHue LeHbl

Tenepb y BaC MMeIOTCS BCe HEOOXOAMMbIE AaHHbIe, YTOObI CHOPMIMPOBATL KOA NPOAYKTa
M onpenenunTb ero LeHy CornacHo npanc-nncty (cMm. pasgen «LleHoobpasoBaHue»).
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Dr.Web® Security Suite — Bce, 4TO Hy>KHO A1 3aLLTbl OT BMPYCOB U CMama

Tabnuua 1. MpoaykTbl Dr.Web 1 nx nmueHsnpoBaHmne

MpogykToBas rpynna

Dr.Web Desktop Security Suite

3auwmTa paboumx cTaHumm

MNMpopayKThl

Dr.Web Security Space

KomnnekcHas 3awmta

Dr.Web Security Space Pro

KomnnekcHas 3awmTa + bpaHamayap

AHTMBMpYC Dr.Web gna Windows

AHTUBMPYC

AHTMBMpPYC Dr.Web Pro

AHTMBUPYC + BpaHamay3p

Dr.Web BactuoH

KomnnekcHas 3awmra + kpunrtorpad

Dr.Web BacturoH Pro

KomnnekcHas 3awmta + kpunrtorpad
+ 6paHamMay3p

Dr.Web Curelt!

AHTUBMPYC

Dr.Web Enterprise Suite

AHTUBMPYC
KomnnekcHas 3awwmta

NetWare

Dr.Web ATM Shield AHTUBMPYC

Dr.Web CureNet! AHTUBUPYC

KoHconbHble ckaHepbl Dr.Web AHTMBMPYC

AHTMBMpPYC Dr.Web ans Linux AHTMBMPYC

Dr.Web ans Mac OS X AHTUBMpPYC

Dr.Web pgns ¢annosbix cepeepos

Windows AHTMBMPYC
Dr.Web Server Security Suite Dr.Web gns ¢annosbix cepsepoB Unix AHTUBMPYC
3aLmTa hannoBbIx CEPBEPOB (Samba)

Dr.Web gns ¢annosbix cepepos Novell AHTUBHPYC

Dr.Web Mail Security Suite

3awmTa noyTbl, SMTP-1WM0308B 1
CUCTEM COBMECTHOW paboThl

Dr.Web gns noutoBbix cepsepoB Unix

Dr.Web Mail Gateway

AHTUBMPYC + AHTUCNAM
AHTUBMPYC
AHTUCnaM™*

Dr.Web gna MS Exchange

AHTUBMPYC
AHTUBUMPYC + AHTUCNAM

Dr.Web gnsa MIMEsweeper

Dr.Web gns IBM Lotus Domino ans
Windows

AHTUBMPYC
AHTUBUMPYC + AHTUCNAM

3alumTa MOOUIBHBIX YCTPOCTB

Dr.Web gns Symbian OS

Dr.Web gns IBM Lotus Domino gns Linux AHTUBMPYC
Dr.Web gns noytoBbIx cepBepoB
Kerio gna Windows AHTMBIPYC
Dr.Web Ansi MOYTOBBIX CEpBEPOB AHTHBMPYC
Kerio ans Linux
Dr.ng Ga‘_ceway Dr.Web ans nHTepHeT-wnio3o8 Unix
Security Suite AHTUBUPYC
3aLUMTa VHTEPHET-LUMI030B Dr.Web ans Kerio WinRoute
. . . Dr.Web gna Windows Mobile AHTUBUMPYC
Dr.Web Mobile Security Suite
AHTUBMPYC

AHTUBKMPYC + AHTUCNAM

* JInueH3na gocTynHa B NpoAaxe TonbKo Ha Tepputopmmn Poccnm n ctpaH CHIL
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Dr.Web® Security Suite — Bce, 4TO HYy>KHO A1 3aLLMTbI OT BMPYCOB U CNamMa

Tabnuua 2. MNopaepxmBaembie OC

MpoaykT
Dr.Web Security Space

Dr.Web Security Space Pro

0oC

Windows 7 /Vista/XP/ 2000 (SP4 + Rollup 1) (ansa 32- 1 64-6UTHbIX c1ctem)

AHTUBMpPYC Dr.Web ans
Windows

AHTUBUpPYC Dr.Web Pro

Windows 95/98 /Me/NT/2000/XP/Vista/7 (ans 32- 1 64-6UTHbIX CUCTEM)

BpaHgMayap paboTaet Tonbko nog ynpasneHnem OC Windows 7 /Vista/XP/2000
Rollup 1.

Dr.Web BactunoH

Dr.Web BactnoH Pro

Windows 2000 (SP4) /XP/Vista/7 (ans 32- 1 64-6UTHbIX c1CTEM)

KpunTorpad Atlansys Bastion Pro paboTaeT Tonbko nof, 32-0UTHbIMK crucTeMamm
Windows 7 /Vista /XP.

Dr.Web Curelt!

Windows 2000/XP/2003/2008/Vista/7 (ans 32- 1 64-6UTHbIX cUcTEM)

Dr.Web Enterprise Suite

H Cepsepbl: Windows 2000/XP/2003/Vista/2008/7, Linux (glibc2.3 n
Bbille), FreeBSD (6.4 1 Bbiwwe), Solaris (nnatdopmbi Intel 1 Sparc)

m  KnuenTbi: Windows 98 /Me/NT/2000/XP/Vista/7 (32- 1 64-6UTHble
cuctemsl), Linux (glibc2.2 v Bbiwe) n FreeBSD (4.1 v Bbiwwe) (32- 1
64-6uTHble cncTeMbl), Solaris 9, 10 (Tonbko nnatdopma Intel). SplDer Gate,
Dr.Web SelfPROtect, 6paHamay3p 1 OUCHbIN KOHTPOIb 1 paboTatoT nog OC
Windows 2000 (SP4) /XP/2003 /Vista,/7

Dr.Web ATM Shield

B KnveHtbl: Windows 98 /Me/NT (SP6)/2000/XP/2003/Vista/2008/7
(ToNbkO ON19 32-OUTHBIX CUCTEM);

B cepsepbl: Windows 2000/XP/2003/2008/Vista/7, Linux, FreeBSD
(o1 6.2 0o 7.1) unu Solaris (x86; Sparc) (ans 32- 1 64-6UTHBIX CUCTEM)

Dr.Web CureNet!

B Mactep Dr.Web CureNet!: nio6own MNK nop ynpasneHnem OC Windows
(TONIbKO AN18 32 -OUTHBIX CUCTEM);

B ckaHep: MS Windows 2000/XP Professional /2003 /Vista/2008/7 (32- 1
64-6UTHblE CUCTEMBI)

AHTUBUpPYC Dr.Web ans Linux

Onctpunbytmebl GNU /Linux, nmeiowwme Bepcuio sapa 2.6.x (32- 1 64-6uTHble
BEpCUM)

AHTMBMpPYC Dr.Web gns Mac
oS X

Mac OS X/Mac OS X Server 10.4 nnv Bbille

AHTUBUpPYC Dr.Web ans
¢annosbix cepeepoB
Windows

Windows NT/2000/2003/2008 (ans 32- 1 64-0UTHbIX cUcCTeM)

AHTUBUpPYC Dr.Web ans
¢annosbix cepepos Unix

Linux (Bepcun glibc 2.4 n Bbiwe), FreeBSD Bepcun 6.x mnn Boile, Solaris 10
(Tonbko ans nnatcopmsl Intel x86)

AHTMBMpPYC Dr.Web gna
dannosbix cepsepos Novell
NetWare

Novell NetWare o1 3.12 00 6.5

Dr.Web gns noytoBbix
cepepoB Unix

Linux (Bepcuu glibc 2.4 n Boiwe), FreeBSD Bepcuin 6.x unu Beiwe, Solaris 10
(Tonbko ans nnatcopmbl Intel x86)

Dr.Web Mail Gateway

Linux (Bepcum glibc 2.4 u Bbiwwe), FreeBSD Bepcuin 6.x nnu Beiwwe, Solaris 10
(Tonbko anga nnatdopmsl Intel x86)

Dr.Web gns no4TtoBbIX
cepBepoB
MS Exchange

Ona MS Exchange Server 2007 (Tonbko 64-x 6ut
Hm  MS Windows Server 2003MS Windows Server 2008 x64;

Ina MS Exchange Server 2000/2003 — onepaLVOHHble CUCTEMbI TOMbKO 32-X
OuTHbIE:

M MS Windows Server 2000 nnn Advanced Server ¢ yctaHoBneHHbIM SP4;
B MS Windows Server 2003 ¢ yctaHOBNeHHbIM SP1.

Dr.Web gns IBM Lotus
Domino gns Windows

Microsoft Windows Server 2000,/2003

Dr.Web pgns IBM Lotus
Domino pgna Linux

Tonbko AN 32-0UTHbBIX CUCTEM:

B Red Hat Enterprise Linux (RHEL) 4 1 5 Bepcumn
M Novell SUSE Linux Enterprise Server (SLES) 9 1 10 Bepcum

11
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Dr.Web for MIMEsweeper

Microsoft Windows Server 2000,/2003

Dr.Web gns nouytoBbIx
cepBepos Kerio ans Windows

Microsoft Windows Server 2003 /2008, Windows 2000/XP/Vista

Dr.Web gns noytoBbIx
cepBepoB Kerio ans Linux

Red Hat Enterprise Linux 4/5; Fedora Core 7 / 8; SUSE Linux 10.0, 10.1, 10.2,
10.3,11.01 11.1; CentOS Linux 5.2 1 5.3; Debian 5.0; Ubuntu 8.04 LTS

AHTUBMpPYC Dr.Web gna
WHTepHeT-wo308 Unix

Linux (Bepcum glibc 2.4 v Bbiwe), FreeBSD Bepcun 6.x unu Bbiwe, Solaris 10
(Tonbko ans nnatcopmbl Intel x86)

AHTMBMpPYC Dr.Web gns Kerio
WinRoute

Microsoft Windows 2000/XP/2003/2008

AHTUBUpPYC Dr.Web pns
Windows Mobile

Windows Mobile 2003 /2003 SE/5.0/6.0/6.1/6.5

Dr.Web gna Symbian OS

B Symbian UIQ (noagepxvBaemMble Momenu TenedoHos: Sony Ericsson M600,
Sony Ericsson P1i);
M Symbian Series60 (3 1 5 edition)

MaTpuua nmueH3npoBaHusA

B cnydae cMeHbl 3aka3dmkoM ncnonblyemon OC (Hanpumep npu nepexoge ¢ Windows
Ha Unix), rubkoe nuueH3nposaHme Dr.Web no3sonset B paMkax 0fHOW NpoayKTOBOM
rpynnbl MPOM3BOAMTL 3aMeHy ofdHoro npoaykta DrWeb gpyrim 6e3 gonnatbl, npu
YCIOBUM COXPAHEHWS MPEXHErO KONMMYeCTBa 3all/iiiaeMbiXx OObEKTOB 1 NPeXHero B1aa

nmueH3nn.

MpopykToBas rpynna Al Bupabl nuueH3um
poAay Py NNLEH3MPOBaHMSA A H

3alnTa paboymx CTaHLmm

Dr.Web Desktop Security Suite

| KomnnekcHasa 3aLmra

[ | KomnnekcHas 3alimTa + 6paHa-
May3p

| KomnnekcHas 3alimTa + Kpunro-

Pabouast cTaHLus rpad

[ | KomnnekcHas 3awmTa + 6paHa-
Mayap + Kpuntorpad

u AHTVBUPYC

[ ] AHTUBUMPYC + OpaHaMay3p

Dr.Web Server Security Suite

3almTa MOBUIbHBIX YCTPONCTB

katop unu KMK)

dannosbIvi cepBep | AHTUBUPYC
3awwmTa hannoBbix CEpBEPOB
ALpec no4Thbl " AHTUBUPYC
3aluMTa NoYThI 5 [ | AHTUCNAM*
Dr.Web Mail ModTosein cepaep | AHTUBUPYC + AHTMCNAM
Security Suite
y 3awmTa SMTP-wino308
N CCTEM COBMECTHON Monb3osarenb | AHTVBUpPYC
pabotsl (groupware)
Dr.Web Gateway Security Suite
Monb3oBatenb | AHTNBUPYC
3alumTa NHTEPHET-LUITI030B
Dr.Web Mobile Security Suite MobwunbHoe ycTpon- = AHTUBUPYC
CTBO (KOMMYHM-
u AHTVBMPYC + AHTUCNamM**

* Tonbko B Poccuu u ctpaHax CHI.
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Dr.Web® Security Suite — Bce, 4TO Hy>KHO A1 3aLLTbl OT BMPYCOB U CMama

** Tonbko Dr.Web ang Symbian OS.

Komnnektbl Dr.Web

Ha ocHoBe aByx nnu bonee npoayktos Dr.Web dopmupytotcs komnnektsl Dr.\Web.

Tabnuua 3. KomnnekTtbl Dr.Web

MpoaykThbl,
BXoasme
B KOMMNEKT

Dr.Web
Enterprise Suite,

Dr.Web ans
Macd/Linux

Dr.Web ans
dharnoBbIx
cepBepos
(Windows/Unix/
Novell NetWare)

Dr.Web gns
MOYTOBbIX
cepepos (Unix/
Exchange/Lotus/
MIMEsweeper/
Kerio)

AHTVBMPYC +

Dr.Web ans
WNHTEpHeT-
LLMO30B
(Unix /
Kerio WinRoute)

JnueHsmposaHme AHTUBUMPYC AHTUBUPYC AHTICHAM AHTUBUMPYC
3awnwaembie nK Cepsep(bl) Afpeca noTsi/ Monb3oBaTenu
0OBbeKThI MNMonb3oBatenu
«Manbit b13HeC» 5 1 5

1o SVO PaBHseTCS KONW- 07 25 i
«YHVBEPCanbHbIA» ot 5 no 100 CTaHumu, PaBHSETCS KOMU-

2 — o1 50 cTtaHumnm

4yecTBy CTaHuMmn ES

4ecTBY CTaHUMM ES

KomnnekTbl gna WwKon

MNpopaykThbl, Dr.Web Enterprise Suite. AHTUBUpPYC Dr.Web gns
BXO4fiLLME B KOMMNEKT AHTMBUPYC + AHTUCNaM dannosbix cepepoB Windows

3awmiaemMble 0ObeKTbI MK Cepeep

Konuecrso 10, 25 unn 50 1

3alMLLaEeMbIX OOBEKTOB
I1panu1a JIMUEH3NPOBaHNA KOMIMJIEKTOB

1. Hwkakue ckngkm, B TOM 4MCe CKMOKM Ha Nepexoq, NPOAneHne, CKNOKU Ang Meam-

UMHCKNX N O6pa3OBaTeJ'IbeIX y‘-lpE)K,EI,GHI/II;I, oubnuoTek U NPO4MX, Ha KOMMJIEKTbI
He npenocCraBiAaoTCA.

2. ,El,o3a|<yr||<a K KOMMNNeKTaM He NMpon3BoanTCcA.
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Dr.Web AV-Desk — 3TO MHTepHeT-CepBMC, C MOMOLLBIO KOTOPOro KOMMAHUM UMEIOT
BO3MOXHOCTb MPefoCTaBnaTb ycnyry «AHTMBMpPYC Dr.Web» HeorpaHuyeHHOMYy ymcny
KITMEHTOB U LLeHTPan130BaHHO YNpaBnsTb NPOLLECCOM NpefocTaBnenus ycnyr. Dr.\Web
AV-Desk ocHoBaH Ha dnarMaHckoMm npoaykte DrWeb — Dr.Web Enterprise Suite,
CYLLLECTBEHHO M3MEHEHHOM pa3paboTymkaMu Nog, cneumdmuyeckme HyKabl KOMMaHNMK,
npepocrasnaowmx UT-ycnyrm dyepes VIHTepHeT.

MNoTeHumanbHble noTpedbuTenu cepemca Dr.Web AV-Desk
KomnaHuu, npefocrasnsioLLme pasHoro poga UT-ycnyri.
MoTeHunanbHble NoTpeduTenn ycnyrn « AHTUBKUpPYC Dr.\Web»

YacTHble n1ua 1 KoMnaHum Moboro MacluTaba, ABNALLMECS KNMeHTaMU NoTpebuTenen
cepBuca Dr.\Web AV-Desk.

CanT npoekTa:

KntoyeBble PyHKLMN cepBUCa

u MpenoctaBneHve ycnyr no MHGopmMaumoHHon 3awmTe MK HeorpaHM4eHHOMY
YMCNY KIMEHTOB;

[ LEeHTpann30BaHHOe agMUHUCTPUPOBaHME rMpouecca npefocTaBneHnsa  ycyr
NHMopMaLMoHHOM 3awunThl MK,

JInueHsupoBaHue

Cepsuc Dr.Web AV-Desk nuueH3npyetcs KomnaHuam, npegocrasasowmm UT-ycnyru.
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Dr.Web Office Shield sBnsetcs BbiCOKONPOM3BOAUTENBHBIM W OTKA30yCTONYMBbIM
CepBEePOM LIEHTPANN30BAHHOW aHTUBMPYCHOW W aHTUCNaM-3aLLUnTbl PaboYnX CTaHLMIA
n annosbix cepepoB Windows, NOYTOBOro U MHTEPHET-Tpaduka Manbix 1 CPEAHUX
KOMMaHWI C YUCIIOM 3alLUMLLAEMbIX paboumx ctaHumm ot 10 go 250, ans ynpaBneHus
KOTOPbIMU He TpebyeTcs 3HaYNTENbHbIN OMbIT AAMUHUCTPUPOBAHMUS.

MoTeHumanbHble noTpedbutenn Dr.Web Office Shield

n Manble 1 cpefiHMe KOMMNaHWK, MeloLLe B LITaTe CUCTEMHOIO afMUHUCTPATOPa
nobom KBanumKaLmm

[ | PervioHanbHble rnmnanbl KPYnHbIX NpeanpusaTin
[ [loMOBble ceTu

MoaynbHOCTb peLLeHus U TMOKOCTb CUCTEMbI NNLEH3UPOBAHKS MO3BOSSET NCMOMb30-
BaTb YCTPOMCTBO B CaMbliX PA3fIMYHbIX KOHMUIYpaLMax NokanbHbIX ceTer npeanpusTmm
N OpraHmM3aunm, peannsys 1x BHYTPEHHIOIO MOnuTMKY Ge3onacHocTW. B YacTHocTu,
Dr.Web Office Shield moxeT ObITb MCNONb30BaH:

n B KayecTBe cepBepa [AeMUNNTAPM30BAHHOW 30HbI — MaKCUManbHO M30MMPO-
BAHHOMO OT BHYTPEHHEW CeTW YCTPOWCTBA, OTBEYAIOLIEro 3a aHTUBMPYCHYIO U
aHTMCNaM-3aLLUmMTy NpeanpuUaTnS;

n NpoKcK-cepBepa (Lo3a AOCTyNa Nofb30BaTeNlen BHYTPEHHEN UHTPAHET-CeTU K
pecypcam cetn VIHTepHET), NpeaHa3Ha4YeHHOro A58 obecneyeHns 3aLmTbl MOYTO-
BOrO N NHTEPHET-TparKa OT BUPYCOB, PA3HOro pofa BPeaoHOCHbIX OObEKTOB U
cnamMa. Mcnonb3oBaHme Dr.Web Office Shield B kayecTtBe wwino3a 3Ha4YUTENBHO
CHWXAET 3aTpaTbl KOMMaHWM Ha opraHM3auuio 6e3onacHoro AoCTyna nonb3oBa-
Tenen KoprnopaTyBHOM WUHTPAHET-CeTU K pecypcaM cetu IHTepHEeT 1 no3BonseT
CyLLIECTBEHHO 3KOHOMWTb MHTEPHET-TpadUK;

u BHYTPEHHEro cepBepa NIOKanbHOW CEeTU, 00eCneyYnBaloLLErO LeHTPANIM30BaHHYO
3aLLUMTY paboumx CTaHuMKM 1 parnoBbix cepeepoB Windows.
B coctaB Dr.Web Office Shield BxoaaT:

] Dr.Web Enterprise Suite, obecneumBalolwin LEHTPANM30BAHHYIO 3aLUMUTY
pabounx cTaHuMM 1 hannosbix cepepoB Windows;

[ Dr.Web ana nHtepHet-wnio3os Unix, obecnevmBatoLmm 3aLmTy 4OCTyna nonb-
30BaTenen BHYTPEHHEN MHTPAHET-CETU K pecypcam CeTh VIHTepHeT;

[ Dr.Web Mail Gateway, obecneumBaloLmMm aHTUBMPYCHYIO M aHTMUCNAaM-3aLnTy
NOYTOBOIO TpaduKa;

KopnopaTuBHbIV MeXCETEBOM 3KPaH;
VPN-cepsep,;

DHCP&DNS-cepsep;

Touka gocryna Wi-Fi.

BaxxHow ocobeHHocTbio Dr.Web Office Shield aBnsetcs 1o, 410 OH MOXeT ObITb KaK yCTa-
HOBJIEH B y>Xe CYLLEeCTBYIOLLYIO CETb, TaK 1 UCMOMNb30BaH B Ka4eCTBe OCHOBbLI 4J19 BHOBb
CO3[aBaeMOoV CETU — Hanu4dne paboTtatoLmx cepsmrcos DHCP 1 DNS no3Bonnt npoBectu
3Ty paboTy C MVHVMAbHbLIMU YCUANSMM.
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KntoyeBble pyHKLUUN

AHTUBMPYCHasA M aHTMCNaM-3allmMTa paboymx CTaHUMN U hanoBbIX CEPBEPOB
Windows;

aHTUBMPYCHas M aHTMCNaM-NpOoBepKa NOYTOBOro Tpadurka B pexmMme NpoKCu;
aHTUBMPYCHasa NPOBEPKA MHTEPHET-TPAadMKa B peXMME NPOKCY;

KOHTEHTHasa unbTpaums;

BHELLHMW NOAKIO4aEMbIN KapPaHTUH;

pe3epBHOE KOMMPOBAHME HACTPOEK 1 MONb30BATENbCKMX AAHHbIX;

ceTeBble CNy>XObl 1 CePBUCHI;

nopaepkka paboTbl B 6eCnpoBOAHbIX CETSX.

KomnnekT noctaBku

Ycrpomncteo Dr.Web Office Shield;

KpaTkas MHCTPYKLMS NO YCTaHOBKE U ObICTPOMY Pa3BepTbIBAHWIO C raPaHTUMHbBIM
TaNoOHOM W1 OMMCAHMEM FaPAHTUNHBIX 00S3aTENbCTB;

NNUEH3VOHHBIN cepTUdmKaT.

MonpobHee Ha cTpaHuLe onncaHua MAK Dr.Web Office Shield:
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NMpoaykroBas rpynna Dr.Web Desktop Security
Suite — 3awmTa paboumnx craHuun

Dr.Web Security Space Pro

KomnnekcHas 3awmta ans paboumx craHumn 0Oe3 uUeHTpa ynpaBlieHus,
ycuneHHas bpaHgmayspom (1 - 50 MK)

Dr.Web Security Space Pro — nyduwee pelweHne Ang KomnnekcHow 3awmtbl MK ot
NHTEPHET-YIrPO3: BMPYCOB, PYTKUTOB, MOYTOBbLIX YEPBEWM, XaKEPCKMUX YTUAUT, Cnama,
DULLIMHIOBbIX COODLLIEHNIM, 3apaXkeHHbIX WHTEPHET-CTpaHuL, KnbepnpecTynHocTy,
HanpaBfeHHOW NPOTNB AETEN, N HECAHKLIMOHMPOBAHHOMO AOCTYMa U3BHE.

MoTeHUManbHble NONb30OBaTENM

Monb3oBatenu gomMallHmx MK, cemenHble oduchl, Manble 1 cpegHMe NPeanpuaTns, Ha
KOMMbIOTEPax KOTOPbIX YCTaHOB/EHbI onepaLmoHHble cucteMbl Windows 2000 (SP4)/
XP/Vista/7 (ans 32- n 64-6UTHbIX cucTeM). Tak Kak AaHHOe pelleHre nocTaBnseTca 6e3
CPeLCTB LLeHTPaNM30BaHHOIO YNpaBfieHNs, ero pekoMeHayeTca npeanaratb A8 3amThbl
pPaboYMX CTaHUMN, He 0DbedNHEHHbIX B NIOKANbHYIO CETb, HAa ManbIX U CpeaHuX npeq-
NPUATUAX C YNCIIEHHOCTbIO paboykx MecT o 50 BKNOYUTENBHO.

CTpaHuua onucaHua npoaykta  lMpenmyliecTea

http://products.drweb.com /win/security _space AHTUBMU pyC/AHTVI pyTKVIT/AHTl/I WMUOH

MNoppepxmBaembie OC = Jlyqywmn B otpacnm! Cambln BbICOKMIW MPOLEHT 3hheKTnB-
HOrO NeYeHNs akTVIBHOIO 3apaXeHus.

= Jlyywmin B otpacnm! Bo3MOXHOCTb YyCTAHOBKM MPSIMO Ha
3apakeHHY0 MaLLUVHY.

m  Jlyqwwmn B otpacnu! Hegocsraem ans Bcex 6e3 ncknoyeHms
KOHKYPEHTOB B AETEKTUPOBaHMM 1 HEUTPaNM3aLmMm CIIOXHbIX
BMPYCOB, Takhx Kak MaosBoot, Rustock.C, Sector.

MS Windows 2000 (SP4)/XP/
Vista/7 (ons 32- 1 64-OUTHbIX
cmcTem)

CucteMHble TpeboBaHUs

CBobOAHOE NPOCTPAHCTBO Ha = 3alimTa KOHDUAEHUMANBHOM MHMOPMaLMKX — fy4llee B
xXecTkom ancke no 80 Mb. [lonon- AHTUBWPYCHOM NHAOYCTPUMN OETEKTMPOBAHME TPOSAHCKNX
HUTENbHO A8 YCTAHOBKM DpaHa- NPOrpamMMm 1 KNaBMaTypHbIX LUMMOHOB.

Mayapa Tpebyetcs 1o 8 Mb. s Jlyywmin B oTpacnum! 3alimra oT BUPYCOB, MCMOMb3YIOLLMX

rootkit-TexHONoOrMM 1 yMeloWMX CKPbIBaTb CBOE NpebbiBaHMe
B MHPULMPOBAHHOM CUCTEME.
Pycckuit, aHmmickuin, Gonrapckmi, ™ CTOMKMA UMMYHWTET K 1I00b6IM NOMbITKaM BPEJOHOCHbIX

A3bIKK NoKanunsaummn

BEHrepCKIiA, CMaHCKW, nporpamm BbiBecT Dr.Web 13 crpos.

KUTANCKII, NaThILICKAN, m Het ananoros! YHukanoHasa texHonorus Origins Tracing™
FINTOBCKUI, HEMELKMIA, MONbCKAN, nossonser paboTtaTb «Ha onepexeHne», GIOKMpys Aaxe eLle
MOPTYranbCkNIM, COBaLKNN, HEN3BECTHbIE YTPO3bl.

YKPAMHCKII, PpaHLLy3CKUI, s Jlyqwwmin B otpacnu! MNonHas npoBepka apx1MBoB Moboro
YeLLUCKNWM, SCTOHCKNN. YPOBHA BIIOXEHHOCTU.

s Jlyqwwuin B otpacnm! OBHapyXeHWe U HeMTpanmn3aLms
BUPYCOB, CYLLIECTBYIOLLMX B ONEpaTUBHOM NaMATU 1 HUKOTAA
He BCTPEYaloLMXCa B BUAE OTAENbHbIX (halifoB.

17 i,
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Dr.Web® Security Suite — BCe, 4TO HY>XHO A1 3aLLMTbI OT BUPYCOB U Crama

KOMMOHEHTbI 3aLlUThI

AHTUBUMpPYC

Beb-aHTMBUpPYC

AHTUPYTKUT

AHTULLNMOH

AHTMCNaM

POAVTENBCKMI KOHTPOSb
Hogoe! BpaHamayap (Tonbko
B nuueH3nm Dr.Web Security
Space Pro)

ﬂVILI,eH3VIpyeMbIe KOMMOHEHTbI

CkaHep Dr.Web gns Windows
(cGUI);

ckaHep Dr.Web (6e3 GUI)

— aHTVMBUPYCHBIN CKaHep
KOMaHAHOW CTpoku. Ero MoxHO
3anycTuTb 6e3 yCTaHOBKM B
cncTemMe, HemocpeacTBEHHO

C NtobOoro BHeLLHero HoCu-
Tens (KoMnakT-amncka unm
USB-Hakonutens);

SplDer Guard® ons Windows —
AHTUBMPYCHBI MOHUTOP;
Dr.Web SelfPROtect — monynb
CaMo3alLMThI ;

SpIDer Mail® — no4ytoBbIN
AHTUBMPYCHBI MOHUTOP CO
BCTPOEHHbIM CrMaM-(UsTpomMm;
SplDer Gate™ — HTTP-
MOHUTOP (BEO-aHTUBMPYC);
PoauTenbckuii KOHTPOSb
Dr.Web;

HoBsoe! bpaHaomaysp;

YyTUIIVTA aBTOMAaTUYECKOTO
obHosnenusa ong Windows;
MMaHUPOBLLVIK 334aHNN.

JInueHsnposaHue

MpomyKT NULEeH3NpYeTCs No

Konuyectsy 3awmiiaembix MK,
He 0ObeAMHEHHbIX B NIOKaNIbHYIO
CeTb, C YNCNEHHOCTbIO Pabo4mx
MecT go 50 BKoYUTeNbHO. Ecnn

HeobXoaMMo 0becneYdnTb 3aLLmTy

©onee 50 MK, pekomeHayetcs

npoaykTt Dr.Web Enterprise Suite

(C ueHTpOM ynpaBneHus).

Beb-aHTMBUPpYC

Pabota HTTP-MoHuTOpa SplDer Gate™ He 3aBNCUT OT
ncrnonb3yemoro bpaysepa;

PUNBETPaLMSA NPaKTUYECKM He CKa3bIBAETCA Ha MPOU3BOAM-
TenbHocTu MK, ckopocTh paboTbl ¢ IHTEpHETOM 1 KonnyecTse
nepenaBaeMblX AaHHbIX;

B PEXMME €0 YMOMYaHMIO» He TpebyeTcs HMKaKoW HaCcTPOVIKM.

AHTUCNaM

Jlyqwmin B otpacnu! AHTcNam He TpebyeT obyyHeHus 1
HaCTPOWKW;

Bbicokasi BepOATHOCTb PAaCNO3HaBaHWA cnama, ULLIVHT-,
(hapMUHT -, CKaMMUHT- 1 bounce-coobLLeHnr;
AbconioTHasi aBTOHOMHOCTb MOZLYNIs CMaM-aHanmM3atopa
NO3BONSAET 3KOHOMUTL TPADUK;

He3aBncrMocTb paboTbl aHTMCNaMa OT UCTOSb3YeMOM
NOYTOBOW MPOrPamMMBbl;

OThuUNETPOBaHHbIE MCbMA He YOANATCA.

PoanTenbCcknumn KOHTPOJb

[apaHTMpPOBaHHas 3allMTa AeTeur OT NOoCeLLeHNs Hexena-
TeNbHbIX CTPaHNL;

bnokupoBka [ocTyna K nepeHOCHbLIM XPaHUInLLaM UHMOoP-
Mauun (naw-gmuckam, USB-ycTponcTsam), ceTeBbIM yCTPOM-
CTBaM, a Tak>Xe OTAeNbHbIM harnam 1 katanoram genaet
HEBO3MOXHbIM yAaneHne Uav NoxuLleHmne KOHPUAEHUN -
anbHOW MHOPMaLIMA.

HoBsoe! bpaHgmayap

3aLLmTa OT HECAHKLIMOHMPOBAHHOMO LOCTYNa V3BHE, MPeaoT-
BpaLLEHMe yTeqek BaXKHbIX AaHHbIX MO CETU, ONIOKMPOBKa
NOO03PUTENbHBIX COAMHEHME Ha YPOBHE NaKETOB U MPUIIO-
XeHnw,

KOHTPOSb NOAKMOHEHNI Ha YPOBHE MPUNOXKEHN NO3BONAET
KOHTPONMPOBaTb AOCTYN KOHKPETHbIX MPOrpaMM W1 NpoL,eccos
K CETeBbIM pecypcam 1 perncTprpoBaTb MHMOPMaLIMIO O
nomMbITKax LOCTYNa B XypHane NpUnoXeHnn,;

UNLTPaLMA Ha YPOBHE MaKeTOB NMO3BOMSET KOHTPONMPOBATh
LLOCTYN K CeTW VIHTepHET BHe 3aBMCUMOCTM OT MPOrpamm,
NHULMMPYIOLLMX NOAKIIOYeHMe. XKypHan NakeTHOro punsTpa
XPaHWUT MHPOPMaALMIO O NakeTax, NepefaHHbIX Yepes ceTeBble
NHTepdEnChbI.
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Dr.Web® Security Suite — Bce, 4TO HYy>KHO A1 3aLLMTbI OT BMPYCOB U CNamMa

Buabl nuueHsun

s Dr.Web Security Space Pro
(c bpaHamayspom)

s Dr.Web Security Space
(6e3 bpaHomayspa)

OcobeHHOoCTH

nMueH3npoBaHus

MokynaTensm 3Toro NpoayKTa
npenocTaBnseTcs becnnarHas

KnioyeBble pyHKLUMN

nuueH3snsa Ha AHTuUBMpyc Dr.Web
ans Windows Mobile/ Symbian

0s.

[leTekTMpOBaHMe 1 HEMTPaNM3aL s BUPYCOB 1 BPeOOHOCHbIX
0OBEKTOB Ha XeCTKMX AMCKaX, CMEHHbIX HOCUTENSAX 1 B
onepaTMBHOM NamMATH.

MepexBaT «Ha NeTy» Bcex obpalleHmm K hannam Ha Amckax,
navcketax, CD/DVD/ Blu-ray anckosogax, Flash- u cmapt-
KapTax.

OnpepeneHue BMPYCOB B apxmBax MoOOW CTENEHN BNOXKEH-
HOCTW 1 B yNakoBaHHbIX OObeKTax.

3alumTa OT HeM3BECTHbIX YrPO3 MPY NOMOLLM TEXHONOM M
HecurHaTypHoro nowcka Origins Tracing™ 1 nHTENNeKTyanb-
HOro 3BPUCTMYECKOro aHanmsatopa Dr.Web.

MpoBepka BxoaALLen N NCXOAALLEN KOPPECNOHAEHLMN Ha
BUpYyCbI No npotokonaM SMTP/POP3 /NNTP/IMAP.

3aLLmMTa OT MaCCOBbIX PACCbINOK C KOMMbOTEPa COOBLLEHMI
NOYTOBbLIMW HYEPBAMMU.

Ounbrpauma cnama, GUWNHL-, PapMUHT-, CKAMMUHT - 1
bounce-coobLeHnn.

MpoBepka BeO-CTpaHUL, B pexrMe peanbHOro BPeMeHU 1
rapaHTUPOBaHHas 3arpy3Kka TOMNbKO «4MNCTOro» KOHTEHTa 13
cetu VIHTepHerT.

BnokmnpoBka PULLMHIOBBIX M APYTVX ONACHbBIX MHTEPHET-
peCcypCoB .

3alumMTa OT NoNafaHWsA Ha KOMMbIOTEP HEXeNnaTenbHOro Um
OMacHOro KOHTEHTa.

BnokupoBKa canToB No kntoyeBbiM cnoBam B URL.

3aLmTa ot KnbepnpecTynHOCTX, HanpaBNeHHOW NPOTUB
neten.

Hogoe! 3awmta OT HECAaHKLMOHMPOBAHHOIO AOCTYNa N3BHE,
NpenoTBpaLLEeHMe yTedek BaXHbIX AaHHbIX MO ceTW, Bnoku-
POBKa NOLO3PUTENbHBIX CORAMHEHME Ha YPOBHE NAKeTOB U
NPUNOXEHWNN.

3alumTa OT Ha40eaIMBOW NHTEPHET-PeKIaMmbl .

3alumTa OT KpaXu Naponemn K OHNanH-nrpam, coumanbHbIM
CeTAM, CUCTEMAM 3MEKTPOHHbIX MNaTexemn, KpeanuTHbIM
KapTam.

3almTa oT NonagaHus B OOTHeTLI.

CkaHupoBaHuMe no TpeboBaHuIo.

NHamBnayanbHble rpamKn CKaHMPOBAHMUN.
ABTOMaTNYeCKMe OOHOBNEHNS.
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MuHMManbHO HeobxoauMas 3almTa oT BUPYCOB U WnnoHckoro MO + 6paHamaysp

MoTeHUManbHble NONb30OBaTENM

Monb3oBatenn gomMallHux MK, cemenHble odKnCbl, Manble U CpeaHne npeanpuaTus,
Ha KOMMblOTEPAX KOTOPbIX YCTAHOBMEHbI onepaunoHHble cnuctembl Windows 95/98/
NT/ME/2000/XP/Vista/7 (ana 32- n 64-0UTHbIX cucTem). Tak Kak AaHHOe pelleHue
NoCTaBNseTCs 63 CpeaCTB LEHTPANN3OBAHHOIO YNPaBeHWs, ero pekoMeHAyeTcs npea-
naraTb 414 3alWmMTbl PaboYMX CTaHUMIW, He OObEAMHEHHDbIX B NIOKaNbHYIO CETb, HA MasblX

N CpeHNX NPeanpuaTUaX C YNCNEHHOCTbIO Pabo4Mx MecT Ao 50 BKMOYNTENBHO.

CTpaHuua onucaHus NpoayKTa

Noapepxuneaembie OC

Windows 7 /Vista/XP/2000/
NT 4.0/98/950SR2 (ona 32-u
64-BUTHBIX CUCTEM).

BpaHamaysp paboTaeT TofbKo Ha
MK nog ynpasneHnem Windows 7/
Vista/XP /2000 (SP 4 + Rollup 1).

CucteMHble TpeboBaHuUs

CBobHOAHOE NPOCTPAHCTBO Ha
xectkom gucke oo 40 Mb. lonon-
HUTENbHO AN YCTaHOBKM OpaH[-
Mayapa TpebyeTcs 1o 8 Mb.

fA3bIkKM nokanusaumm

PycCKnM, aHMMNCKNN, Gonrapcknim,
BEHIEPCKMIN, MCMaHCKUN,
KUTaMCKU, NATbILLCKUN,
NNTOBCKUW, HEMELLKWNI, NONMbCKUN,
NopTyranbCkum, ClIoBaLKMm,
YKPaVHCKNK, hpaHLy3CcKnin,
YeLICKUW, SCTOHCKU.

MpenmyuwiectBa
AHTUBNPY/AHTUPYTKNT/AHTULLMNOH

Jlyqwmnn B otpacnn! CaMbl BbICOKWI NPOLEHT 3hdekTMB-
HOIO NeYeHNs aKTUBHOIO 3apaXXeHWs.

Jlyqwmnnm B otpacnm! Bo3MOXHOCTb yCTaHOBKM MPSIMO Ha
3apPaXEeHHYIO MaLLUHY.

Jlyywnia B otpacnn! Hepocsiraem ans Bcex 6e3 ncknodeHms
KOHKYPEHTOB B AE€TEKTUPOBaHMM 1 HEUTPaNM3aLmm CIIOXHbIX
BMPYCOB, Takhx kak MaosBoot, Rustock.C, Sector.

3alumTa KoHUAEHUMANbHOM MHMOPMAaLMKX — fy4llee B
AHTUBWPYCHOW NHAOYCTPUWN OETEKTMPOBAHME TPOSHCKNX
NporpamMmMm ¥ KnaBmaTypHbIX LWMMOHOB.

Jlyqwmnn B oTpacnm! 3auimra Ot BMPYCOB, MCMOSb3YIOLLIMX
rootkit-TexHonornm 1 ymeroLmx ckpbIBaTb CBOE NpebbiBaHMe
B MHDUUMPOBAHHOM CUCTEME.

CTOMKMIA MIMMYHUTET K I0ObIM MOMbITKaM BPeJOHOCHbIX
nporpamMm BbiBecTn Dr.Web 13 cTpos.

HeT aHanoroB! YHukanbHasa TexHonorms Origins Tracing™
no3sonset paboTaTb «Ha onepexeHne», bNokMpysa Aaxe elle
Hen3BeCTHble yrpo3bl.

Jlyywnia B otpacnu! MonHas npoBepka apX1MBOB Moboro
YPOBHS BIOXXEHHOCTU.

Jlyywnia B otpacnn! OBHapykeHMe 1 HeUTpanm3aums
BMPYCOB, CYLLECTBYIOLMX B ONEPATMBHOW NaMAT/ U HUKOTAa
He BCTpeYaloLLMXCs B BUAE OTAENbHbIX Pannos

MpoBepka BXOASALLEN N UCXOASLLEN KOPPECMOHAEHUMM Ha
BUpYyChbl no npotokonam SMTP\POP3\NNTP\ IMAP

3aLmTa OT MacCOBbIX PACChINIOK C KOMMbIOTePa COOOLLEHWI
MOYTOBbLIMW HYEPBAMM

ABTOMAaTN3MpPOBaHHbIE OOHOBNEHNS

CaMble HU3KMe TPebOoBaHMSA K CUCTEMHBIM pecypcam

HoBoe! 3awuTa OT HECAHKUMOHMPOBAHHOIO JOCTYNa U3BHE,
NpenoTBpaLLEeHMe yTedek BaXHbIX AaHHbIX MO ceTh, Bnokum-
POBKa NOLO3PUTENbHbBIX COBAMHEHME Ha YPOBHE NakeToOB U
NPUNOXEHWNI.
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JNlvueH3npyemMble KOMMOHEHTbI

s CkaHep Dr.Web ons Windows (c
GUI);

m  CKaHep Dr.Web (6e3 GUI)
— aHTMBUPYCHBbIN CKaHep
KOMaHAHOW CTPOKU. Ero MoXHO
3anycTuTb 6e3 yCTaHOBKM B
cncTeMe, HemocpeaCcTBEHHO
C NobOro BHELIHero HoCcu-
Tensa (KoMNakT-amcka Unm
USB-HakonuTens);

m  SplDer Guard® gns Windows —
aHTUBMPYCHBI MOHUTOP;

s SplDer Mail® — no4ToBbIN aHTU-
BMPYCHbI MOHUTOP;

= Hosoe! bpaHgomaysp

®  YTUIIMTA aBTOMATUHECKOro
obHosneHua onsa Windows;

®  NNaHVMPOBLUMK 3aJaHWNN.

ﬂMLI,eH3VIpOBaHVIe

MpoayKT NULEH3MPYeTCa No
Koim4ecTsy 3alipiaemsix MK,

He 0ObeAMHEHHbIX B NIOKaNbHYIO
CeTb, C YNCMEHHOCTbIO PaboUMX
MecT go 50 BkJto4YuTensHo. Ecnm
HeobxoaMMo obecneydmnTb 3aLuTy
bonee 50 MK, pekoMeHayeTCs
nponykTt Dr.Web Enterprise Suite
(c ueHTpOM ynpaBneHus).

Buabl nuueHsun

m  AHTMBMpYc Dr.Web Pro
(c GpaHgMay3pom)

s AHTMBMpYC Dr.Web
(6e3 bpaHamayspa)

KnioyeBble pyHKLUMN

[leTekTpoBaHMe 1 HeMTpanu3aLmns BUPYCoB 1 BPpeAOHOCHbIX
0OBEKTOB Ha XKeCTKNX AMCKAX, CMEHHbIX HOCUTENsAX U B
onepaTMBHOM NaMsTH.

MepexBaT «Ha NeTy» BCex 0bpallleHu K harnam Ha AMcKax,
navcketax, CD/DVD/ Blu-ray anckosogax, Flash- u cmaprt-
KapTax.

Yny4yweHo! 3alwmTa ot BUPYCOB, UCNONb3yoLLMX rootkit-
TEXHOMNOrUM.

YnyyweHo! OBHapyxXeHMe 1 HEUTpanmM3aLms BUPYCoB, CylLle-
CTBYIOLLIMX B OMEepaTUBHOW NaMATU U HUKOMIa He BCTpeYato-
LMXCS B BUE OTAENbHbIX harnos.

YnyyweHo! 3awmTa OT HEM3BECTHbIX YrPo3 NpY NOMOLLIM
TEXHONOMNM HecurHaTypHoro nomcka Origins Tracing™ n
NHTENNeKTyanbHoro 3BpuCTUYeckoro aHanmsatopa Dr.Web.
YnyyweHo! OnpeneneHne BUPYCOB B apXMBax Nobown
CTeneHu BNOXEHHOCTU M B yNaKoBaHHbIX 0ObeKTax.
MpoBepKa BXoAALLEN N NCXOAALLEN KOPPECTOHAEHLMM Ha
BUpYychbl no npotokonaMm SMTP\POP3\NNTP\ IMAP.

3alMTa OT MACCOBbIX PACChIIOK C KOMMbtOTEpPa COODLLIEHUI
NOYTOBbLIMW YEPBAMMU.

CkaHMpoBaHMA No TpeboBaHMIO \ UHAMBUAYaNbHbIE FPpaduKn
CKaHVPOBaHNN.

ABTOMaTUYECKME ODHOBMEHMS.

OcobeHHOoCTH TNUEH3NPOBaHUA

MokynaTensam 3Toro NpofykTa NpefocTaBnseTcs NpaBo becnnat-
HOro ncnonb3oBaHns AHTUBMPpYca Dr.Web gnsa Windows
Mobile /Symbian OS.
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KomnnekT npoaykTtoBs: Dr.Web Security Space (komnnekcHas 3awmTa oT UHTEPHET-
yrpos, ycuneHHass bpaHgmayspoM) U CpeacTBO KpunTorpapuyeckon 3amThbl
Atlansys Bastion Pro.

Dr.Web bactnoH Pro HagexHo 3awmTtnT MK OT MHTEpPHET-YIrpo3 — BUPYCOB, PYTKUTOB,
NOYTOBbIX YEPBEN, XaKepCKMX YTUNT, Cnama, PULLIMHIOBbLIX COODLLEHNI, 3apaXKeHHbIX
WNHTEPHET-CTPaHULL, KNbepnpecTynHOCTM, HanpaBNeHHOW NPOTUB AeTen, N HeCaHKLMO-
HMPOBAHHOIO OOCTyNa M3BHe. BxodawiMm B COCTaB KommnekTa Kpunrtorpad Atlansys
Bastion Pro coxpaHWUT JaHHbIe OT MOXMLLEHMSA 3110y MbILLIEHHUKAMM.

[MoTeHUManbHblE NONb30OBaTENM

Monb3oBatenn gomMatuHmx [1K, manble 1 cpefHuve Npeanpuatrs, Ha KOoMMbloTepax
KOTOPbIX YCTaHOBEHbI ornepaumoHHble cuctembl Windows 2000 (SP4) /XP/Vista /7.

CrpaHuua onuncaHmnsa npogykta [lNpeumywecrsa
AHTUBNPY/AHTUPYTKNT/AHTULLMNOH
m  Jlyqywmn B otpacnm! Cambl BbICOKMIW MPOLEHT 3hdheKTnB-

MNoppepxmeaemsbie OC HOrO NeYeHst aKTVBHOTO 3apaXeHHs.
s [lns Dr.Web Security Space = Jlyywmin B oTpacnm! Bo3aMOXHOCTb yCTaHOBKM NPSIMO Ha
MS Windows 2000(SP4)/XP/ 3apakeHHyio MaLLMHYy.

Vista/7 (ans 32- 1 64-6UTHbIX s Jlyywwun B otpacnu! Hepocsraem ans Bcex 6e3 NCKNioYeHns
cncTem) KOHKYPEHTOB B AETEKTUPOBAHUM U HENTPANM3aLMM CIIOXKHbIX
= [na Atlansys Bastion Pro BMPYCOB, Takmx kKak MaosBoot, Rustock.g, Sector.
MS Windows 2000 /XP/ = YnyyweHo! 3awmTa KOHV(i)I/I)J,eHLJ,VIaJ'IbHOI/I nHpopmMaLmm —
nydLlee B aHTUBUPYCHOW MHAOYCTPUU OETEKTUPOBAHWE TPOSH-

Vista/ (Tonbko anist 32-0UTHbIX
CKMX NPOTPaMM 1 KNaBUaTypHbIX LUMMOHOB.

cncrem) u  Jlyqwnin B otpacnu! 3almTa ot BUPYCOB, UCMONb3YIOLWMX
rootkit-TexHONorm 1 yMeloLLmMx ckpbiBaTb CBOe npebbiBaHue
A3bIkn nokanusaunm (Tonbko B MHPULMPOBAHHON C1CTEMe.
ans Dr.\Web Security Space) u  CTOMKMIA UIMMYHWTET K NI0BbIM MOMbITKaM BPELOHOCHbIX

nporpamMMm BbiBecTM Dr.Web 13 cTpos.
Pycckni, aHrnumnckmin, 6onrapcknii,  w  Het aHanoros! YHukanbHas TexHonorus Origins Tracing™

BEHrepCKMi, NCNaHckui, no3sonseT paboTaTb «Ha onepexeHune», GIoKNPYs faxe eLle
KUTaMCKNM, NaTbILLCKNN, HeM3BECTHble YrPOo3bi.

NIMTOBCKMN, HEMEUKN, NONbCKUW, & Jlyyiwimii B oTpacnu! MonHas NnpoBepka apXvBoB nioboro
NOPTYranbCkum, CoBaLKKI, YPOBHS BMOXEHHOCTY.

YKPaNHCKNA, PpaHLy3cKui, s Jlyqwwmn B otpacnu! OBOHapyXeHre 1 HemTpanm3saums
HeLLICKMN, SCTOHCKWI. BMPYCOB, CYLLECTBYIOLIMX B ONepaTMBHOW NaMSATU U HUKOTAa

He BCTPeYaloLLMXCS B BULE OTOeNbHbIX (hannos.

Beb-aHTMBUPYC

m Paborta HTTP-mMoHuTOpa SplDer Gate™ He 3aBNCKT OT
ncnonb3yemoro Opaysepa;

m  DUILTPaLMA NPaKTUHECKMN He CKa3bIBAETCS Ha MPOU3BOAN-
TenbHocTH MK, ckopocT paboThl ¢ IHTEPHETOM M KONMYECTBE
nepefaBaeMbIx AAHHbIX;

E B PEXMME K0 YMONYaHUIO» He TpebyeTcs HMKaKON
HaCTPOWKMU.
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KOMMOHEHTbI 3aLlUThI

AHTUBUMPYC

Beb-aHTMBUMpPYC

AHTUPYTKAT

AHTULLINNOH

AHTUCMaM

POAVTENBCKMI KOHTPOSb
Kpuntorpad

Hoeoe! EpaHamayap (Tonbko B
nmueHsum Dr.\Web BactuoH Pro)

JNlvueH3npyeMble KOMMOHEHTbI

CkaHep Dr.Web ons Windows
(c GUI).

CkaHep Dr.Web (6e3 GUI)

— aHTUBMPYCHbIV CKaHep
KOMaHZHOWM CTPOKM. Ero MOXHO
3anycTuTb 6e3 yCTaHOBKM B
cncTeMe, HeMnoCpenCcTBEHHO

C Moboro BHELLHEero HoCu-
Tensa (KoMnaKkT-amcka Unm
USB-HakonuTens).

SplDer Guard® ons Windows —
aHTVBUPYCHbI MOHUTOP.
Dr.Web SelfPROtect — moaynb
CaMo3aLLNTbI.

SpIDer Mail® - no4ytoBbIM
aHTVBUPYCHbI MOHUTOP CO
BCTPOEHHbBIM CramM-DUsTPOM.
SplDer Gate™ — HTTP-
MOHUTOP (BED-aHTMBMPYC).
PoanTtenbckmnm KOHTpOnb
Dr.Web.

YTUnuTa aBTOMaTU4eCKoro
obHosneHua gns Windows.
MNaHMPOBLLMK 3a0aHNNA.
Kpuntorpad Atlansys Bastion
Pro.

ﬂMLI,eH3VIpOBaHVIe

MpoayKT NOCTaBMAETCS TONbKO B
Kopobke — 3aumTa 1 MK Ha 2 roga.

AHTUCNamM

Jlyywinia B otpacnn! AHTUCNaM He TpebyeT obyveHus n
HaCTPOWKW;

BbICOKas BEPOATHOCTb PACNO3HaBaHWA CrnamMa, (ULLIKHT-,
apMUHr-, CKAMMWHT- 11 bounce-coobLeHn;
abconoTHas aBTOHOMHOCTb MOAYNS CNaM-aHanu3artopa
MO3BOMNAET 3KOHOMUTL TPaUK;

HEe3aBMCUMOCTb PabOoTbl aHTUCNaMa OT UCMONb3yeMOown
NOYTOBOW MPOrpPaMMbl;

OT(PUNETPOBAHHbIE MUCbMAa He YAansoTCs.

PoanTenbcknin KOHTPONb

[apaHTMPOBaHHas 3aLlmTa fieTelr OT NOCeLLeHNs Hexena-
TeNbHbIX CTPaHUL,

BnokMpoBKa AOCTYMNa K MePEHOCHbIM XPaHUIMLWam nHdop-
Maumm (prsw-amckam, USB-ycTponcTBam), ceTeBbIM yCTPOM-
CTBaM, a TakxXe OTAeNbHbIM hannam 1 Katanoram genaet
HEBO3MOXHbIM YAaneHue Uny noxuLleHue KoHOnaeHLm-
anbHOM MHpOPMaLnN.

Kpuntorpag

[ns paboTbl € KpunTorpacom He TpebyeTcs cneumanbHbIX
3HaHWIM, NnogpobHas cMcTemMa NOMOLLLM NO3BONSET ObICTPO
OCBOUTbL PasfnNyHble BO3MOXHOCTU CUCTEMBI;

Kpuntorpad noaaep>X1BaeT paboTy OONbLUMHCTBA U3BECTHbIX
aNIropUTMOB LUNPOBAHNSA;

MOAKIOYEHHbIV CEKPETHBIM ANCK JOCTYMNEH OnepaLMOHHOM
cncTeEME 1 BCEM NMPUNOXKEHMAM Kak 0ObIYHbIN NOrMYeckmnin
ONCK CUCTEMBI,

cncTemMa noseonseT 6e3onacHo paboTaTh C 3aLMdPOBaHHOM
KOHU1AeHUMaNbHOW MHPOPMaLLMEN KaK Ha OTAENbHO
CTOALLLEM KOMMbIOTEPE, TaK U NPW ero NOAKTIOYEHUN K CETH,
yOaneHmne HeHy>XHbIX NoJ1b30BaTesio Pannos NPOU3BOANTCS
6e3 BO3MOXHOCT BOCCTaHOBEHMS COAEPKABLUENCSA B HUX
MHpoPMaLnK.

Hosoe! bpaHgmay3p

3alumTa OT HEeCaHKLMOHMPOBAHHOMO AOCTYNa VI3BHe, MPefoT-
BPaLLEHMe yTeqek BaXKHbIX AaHHbIX MO CETU, ONIOKMPOBKa
NOA03PUTENBHBIX COEAMHEHME Ha YPOBHE NakeToB 1 NPUIIO-
XKEHUN;

KOHTPOMb NOAKIIIOYEHNI Ha YPOBHE NPUNOXEHNI NO3BONAET
KOHTPONMPOBAaTh AOCTYN KOHKPETHBIX MPOrPaMm 1 NpoLLeccoB
K CEeTEBbIM Pecypcam 1 perncTprpoBaTh MHHOPMAaLMIO O
NONbITKaxX LOCTyNna B XypHase NpUnoXeHnn;

punsTPaLMs Ha YPOBHE NakKeTOB NMO3BOSIAET KOHTPONMPOBATb
[OCTyN K ceTn VIHTepHET BHE 3aBUCKMOCTW OT MPOrpamm,
NHULMMPYIOLLMX NOAKIIO4eHMe. JKypHa NakeTHOro ustpa
XPaHUT MHPOPMaLMIO O NakeTax, NepefaHHbIX Yepes ceTeBble
NHTepdencs!.
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OcobeHHocTH KnioyeBble pyHKLUMN
nnueHsnposaHns s [leTekTMpOBaHMe N HEMTPaNM3aLmMsa BUPYCOB 1 BPeAOHOCHbBIX
= [lokynaTensam 3Toro NpoaykTa 0OBEKTOB Ha XXECTKMX ANCKaX, CMEHHbIX HOCUTENSX U B
NPefoCTaBNseTCs NPaBo onepaTnBHOM NamaTy,
BecnnaTHOro MCNonb30BaHMS m NepexBarT «Ha NeTy» Bcex obpallieHnn K darinam Ha Amnckax,
AHTuBUpYca Dr.Web ans navcketax, CD/DVD/ Blu-ray anckosogax, Flash- u cmapt-
Windows Mobile. KapTax;

= OnpefeneHre BMPYCOB B apXxMBax NoOOM CTENEHN BIOXEH-
HOCTW 1 B yNakoBaHHbIX 0ObekTax;

m  33LUNTa OT HEM3BECTHbIX YIPO3 NPY MOMOLLY TEXHONOMN
HecurHaTtypHoro nowcka Origins.Tracing™ u nHTennekTyasnb-
HOTrO 3BPUCTMYECKOro aHanm3atopa Dr.Web;

m  33llMTa OT MaCCOBbIX PACCHINOK C KOMMblOTEPa COODLLEHNN
MOYTOBLIMW YEPBAMU,

m  punsTpaumg cnama, QULLKH-, PaPMUHT-, CKAMMUHT - 1
bounce-coobLeHnn;

m MpoBepka BeH-CTpaHuLL B peXMMe peanbHoOro BpeMeHu 1
rapaHTVPOBaHHAA 3arpy3Ka TOMbKO «4UCTOTO» KOHTEHTa U3
cetu VIHTepHer,

s OnokMpoBKa DULLMHIOBBIX 1 APYTUX ONACHbBIX MHTEPHET-
pecypcos;

m  33LUMTa OT NonafaHus Ha KOMMbIOTEP HeXeNnaTelbHOro Unu
OMaCHOrO KOHTEHTa;

m  OnokMpoBKa caToB Mo KJtloYeBbIM cloBaM B URL;

= 33llMTa OT KMOEepnpecTynHOCTM, HanpaBIeHHOW NPOTUB
neten;

®  33lUMTa OT HaJOELNMNBOW MHTEPHET-PEKNaMbI;

®  33lUMTa OT KpaxkM Naposier K OHNamH-1rpam, CoLManbHbIM
CeTIM, CMCTEMAM 3MEKTPOHHbIX MNaTexemn, KpeanuTHbIM
KapTam;

= 33llMTa OT NonagaHuns B OOTHETI;

m MpOBepKa BXOAALEN N NCXOAALLEN KOPPeCNOHAEHLMM Ha
BUpYychbl no npotokonaMm SMTP\POP3\NNTP\ IMAP;

= HoBoe! 3allmTa OT HECAHKUMOHNPOBAHHOIO AOCTYMNa U3BHE,
NpenoTBpaLLeHMe yTedek BaXHbIX AaHHbIX MO ceTh, Bnoku-
POBKa MOLAO3PUTENBHbBIX COeMHEHME Ha YPOBHE MaKeToB U
NPUNOXEHNN;

m  XpaHeHWe MHMOpPMaLMK B CneLmanbHblx hanioBbIX KOHTEN-
Hepax, K KOTOpbIM HEBO3MOXHO MOMNy4uTb AOCTYN 6e3 3HaHUS
napons;

m  XPaHeHWe MHPOPMALIMM Ha LN POBAHHBIX NOrNYeCKmX

ANCKaxX OnepaLyoHHOW CUCTEMbI, (PR3LL-HAKOMUTENsX U

CMEHHbIX HOCUTENSX;

NOACUCTEMA FaPaAHTMPOBAHHOIO YAaneHua JaHHbIX;

CKaHVPOBaHMs No TpeboBaHMIo;

NHAMBUAYaNbHble rPadUKN CKaHNPOBaHUN;

aBTOMaTU4eckne obHOBNEHWS.

24
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AHTUBUMpPYCHas 3aWwmTa paboymx CTaHUMN U cepBepoB Oe3 LieHTpa ynpas-
nexHus

AHTmBUpyc Dr.Web ana Mac OS X obecneymBaeT 3aLLmTy KOMMbIOTEPOB OT BNPYCOB,
LUMWOHCKOro 1 pekfiaMHoro 10, xakepCkux yTUNT, NpPorpaMm MnaTHOro L03BOHa U
NporpamMmm-LLUYyTOK, HanMCcaHHbIX A8 MHPULKMPOBaHNA He Tonbko Mac OS X, HO 1 Apyrmnx
onepauyoHHbIX cncTeM. [MbKMe pazHoobpasHble HACTPOMKM, BO3MOXHOCTb CO3AaHMS
CODCTBEHHbIX NPOUNeN CKaHMPOBAHWS, MPOCTOTa yNpaBneHns 1 ygobCcTBO NHTepdeica
MO3BOJIAIOT JIETKO OCBOWUTH LUMPOKME BO3MOXHOCTY MPOrpaMmbl. HU3Kas Harpyska Ha
cucteMy fenaet paboty aHTuBKMpyca Dr.Web gns Mac OS X npakTnyeckn HesameTHOM.

MoTeHUManbHbIe MNONb30BaTENM

Monb3oBatenn gomalHux MK, cemenHble 0DUChI, Manble 1 cpefHue NPeanpusaTus, Ha
KOMMblOTEpax KOTOPbLIX YCTaHOBMEeHa onepaumoHHas cuctema Mac OS X Bepcum 10.4
1 BbllLe.

Kommepyeckne aprymeHThl

u EQVMHCTBEHHBIV POCCUMNCKNM aHTUBMPYC Ans Mac

= 3alUMLLAET OT BUPYCOB W APYrX Yrpo3, CO3AaHHbIX He Tonbko Ana Mac, Ho 1 ans
Windows

u O4eHb MPOCTON B NCMOMb30BaHUM
] LLInpokme BO3MOXXHOCTM TOHKOW HaCTPOMKM
u CTUIBbHBIV «MAaKOBCKUN» MHTEPdENC Ha PYCCKOM A3blKe

CTpaHVILI,a onmcaHma NpoayKTa npeI/IMyLIJ,eCTBa

m  Bbicokas CKOPOCTb CKaHNPOBaHWMA,

Noaaepxusaembie OC m  BO3MOXHOCTb CO3[laHNs COOCTBEHHbIX Mpodunelt

CKaHWPOBaHWA;
Mac OS X/Mac OS X Server 10.4 )
AT BILe m  HaJexHas 3aliMTa B pexume peanbHOro BpeMeHu;
®  MVHMMalbHadA Harpyska Ha 3aLlMLLaeMyto CUCTEMY;
CncremHble TpebosaHMS m  Manbll pacxof TpaduKa npuv 0GHOBNEHWAX;
Mpoueccop Intel. m  pa3HoobpasHble HAaCTPOVIKY;
64 MB onepaTtVBHOW NaMATA. m  MpOCTOTa ynpaBneHus;
36 MB cB0OOAHOIO MecTa Ha a  yOOBHbI UHTEpDeliC.
>KECTKOM [UCKe.
s [Jloctyn K cet iHTepHeT (ana KnioyeBble pyHKUMM
PEerMcTpaLin N NomyHeHns m [lpoBepka 0ObEKTOB aBTO3amnycka, CMEHHbIX HOCUTENewN
OBHOBIEHMIA). NHpOPMALMK, CETEBLIX N NTOTMHYECKNX AUCKOB, MOYTOBbIX
A3bIKM Nnokanunsaumm opmaToB, Pannos 1 KaTanoros, BKIOYAA yNakOBaHHbIE U

HaxodAUMecs B apx1Bax;
E  TPW BMOA CKaHMPOBAHUA: ObICTPOE, MONTHOE U BbIOOPOYHOE;
m  3aflaHue nyTen 1 hannos, UCKIIOYEHHbBIX U3 MPOBEPKN;
m  3aMnycK NPOLECCOB aHTUBMPYCHOM MPOBEPKM BPYHHYIO, aBTO-
MaTUYeCKM U NO 3apaHee COCTaBIEHHOMY PaCMCaHMIO;
m  BbIOOp AENCTBUI AN 3aPaXeHHbIX, MOA03PUTENBHBIX
0OBEKTOB 1 0OBEKTOB APYroro Tmna, BKIOYas neveHue,
nepemeLLeHe B KapaHTVIH 1 yaaneHwe;

Pyccknin, aHIUMCKMIA, SMOHCKUN.
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JNlvueH3npyemMble KOMMOHEHTbI

s CkaHep Dr.Web gns Mac
(cGUI);

E  aHTUBUPYCHbIV CKaHep
KOMaHZHoM cTpokn Dr.Web
(6e3 GUI);

m  aHTUBUPYCHbIN MOHUTOP SplDer
Guard® gnga Mac ;

m  YTUIMTa aBTOMATUYeCKOro
obHoBNEeHUS;

m  NNAHWPOBLMK 3adaHNN;

m  MeHe[Xep NNLEH3NN.

ﬂMLI,eH3MPOBaHVIe

MpoayKT NMLEeH3MPYeTCa MO KOMM-
4eCTBY 3aLUMLLAEMbIX KOMMbIO-
Tepos.

CyLecTBYeT KOMMNIEKCHAS
nmueHsna Ha Dr.Web gns Mac OS X
n Dr.Web Security Space Pro.

obHapy>XeHWe 1 yaaneHne BUPYCOB, CKPbITLIX NMOA, HEN3BECT-
HbIMW YNaKOBLUMKAMMU;

perncTpaums BpemMenmn cobeitns, 0bbekTa NpoBepKM 1 TUNa
BO30ENCTBUS;

aBTOMaTM4eckne obHOBNEHMS BUPYCHbBIX 0a3 1 MPOorpaMMHbIX
Mogynen depes VIHTepHeT (no Tpe®oBaHUIO K No pacnm-
CaHuio);

yBeAOMeHMs (B TOM YMCre 3BYKOBbIE) O BUPYCHbIX COObI-
THSAX;

HaCTpoWKa 3aJaHNIn Pa3NnUYHOro TMNa;

N30N5LMSA 3apaxkeHHbIX HaNIOB B KapaHTUHE.
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Dr.Web Enterprise Suite — 3T0 yHMKaNbHbIM KOMMEKC LEHTPANM30BaHHOW MHGOP-
MaLMOHHOW 3alMTbl KPUTUYECKM BaXKHbIX KOMMOHEHTOB JIOKaJlbHOW CeTW, BK/oYas
pabo4me ctaHumK 1 harnosble cepsepbl Windows.

BHeapeHue Dr.Web Enterprise Suite obecneynBaeT NonHyto 33Ty OT CyLLECTBYIOLLMX
yrpo3, yBENNYMBAET NPOU3BOAUTENBHOCTL TPYAA COTPYAHMKOB U CHUXAET 3aTpaTbl Ha

IT-noppasgeneHuns.

OcobeHHocTbio Dr.Web Enterprise Suite siBnseTcs BO3MOXHOCTb YNpaBfeHNs UM K3
NoOOM TOYKM MUpa, C NOOOro KOMMbIOTEPA, MMEIOLLIETO BbIXOL, B VIHTEPHET, BHE 3aBUCU-
MOCTW OT MCMNOSb3yeMOU OMepPaLLMOHHON CUCTEMbI. [1py 3TOM AN yNpaBieHns 3aLlmMTom
He TpebyeTcs yCTaHaBNMBaTb Kakoe-nmMbo AOMONHUTENBHOE MPOrpamMmMHoe obecrnedeHue.

lNoTeHuManbHble Nofb30oBaTENU
CpefHue, KpymHble 1 O4eHb KPYMHbIE NPeanpusaTuS.

CTpaHVILI,a onncaHma NpoayKTa

BapuaHTbl nMueH3nn:

m  AHTMBMpPYC
s KomnnekcHada 3awmTa

Nogpepxuneaembie OC

m Cepsepbli: Windows 2000/
XP/2003/Vista/2008/7, Linux
(glibc2.3 n Bbiwe), FreeBSD (6.4
n BbiLe), Solaris (nnatdopmbl
Intel v Sparc)

s Knuentbl: Windows 98 /Me/
NT /2000 /XP /Vista/7 (32-
N 64-6UTHbIE CUCTEMBI), Linux
(glibc2.2 v Bbiwwe) n FreeBSD
(4.1 v Bblwe) (32- 1 64-ONTHblE
cnctemsbl), Solaris 10 (Tonbko
nnatdopma Intel). SplDer Gate,
Dr.Web SelfPROtect, bpaHamay3p
1 OPUCHBIVI KOHTPOMb U pabo-
TatoT nog, OC Windows 2000
(SP4) /XP/2003 /Vista/7

fAA3bIkKM nokanusaumm

Pyccknm, aHmmMcknm, hpaHLy3ckimn,
HEMeLKUW, NONbCKNN, KUTAUCKUA,
TypPEeLKUN.

KnioyeBble dpyHKLMU

m  3almTa oT BPeaoHOCHbIX
0bbekToB Ntoboro T1Na

m 3almTa oT ceTeBbIX aTak (OpaHa-
May3p)

m [lpoBepKa NOYTOBbIX COODLLEHWM
[10 VIX MONyYeHUs MOHTOBbIM
KJIINEHTOM

m  QunbTpauuns cnama

MpenmywecTea

MonHas 3aWwmTa OT CyLLeCTBYIOLWMX Yrpo3

SKoHOMMA TpadrKa NOKaNbHOM CeTU

MpocToTa BbIOOPa HY>KHOWM KOHMUIypaumm

MuHMManbHas CTOMMOCTb

Hun3ko3aTpaTHOE aAMUHUCTPUPOBaHME

NcknovnTenbHas MacliTabnupyemMocTb

EQVHBIV LeHTp ynpaBneHns

Yno0OHas cucTemMa OT4eTHOCTH

CaMbIv LUMpOKUI cnekTp nopadepxmaaembix OC 1 ceTeBbIX
NPOTOKONOB

YHMKanbHble BO3MOXHOCTM

KomnnekcHas 3awmta oT 60MbLWNHCTBA CYLLECTBYIOUMX YIPO3
Pnarogaps HaNM4MIO BCTPOEHHbIX aHTUBMPYCa, aHTUCMaMa,
OpaHaMay3pa 1 0DUCHOrO KOHTPONS;

MUHUMalbHas COBOKYMHAs CTOMMOCTb MO CPaBHEHMIO

C KOHKYpPUPYIOLLMMW NPOrpaMmamMim bnarofaps BO3MOXKHOCTMU
pa3BepTbiBaHUA ceT nog Windows- n Unix-cepsepamu,
NPOCTOTE YCTAHOBKU 1 HAAEXHOCTU 3aLLNTbI;

BO3MOXHOCTb LLEHTPaNIM30BaHHOW 3aLLMThl BCEX Y3/10B

ceTu — pabo4mx CTaHLUMM, NOYTOBLIX, (DAMNOBLIX CEPBEPOB

M CEPBEPOB MPUIIOXKEHNI, BKIIOYAs TEPMUHASbHBIE,;
BO3MOXHOCTb YCTaHOBKM Kak Ha 32-, Tak U Ha 64-0OUTHble
BEPCUM OMNEPALIMOHHbBIX CUCTEM;

BO3MOXHOCTb YCTAHOBKM areHTCKOM YaCTu Ha yXKe 3apa-
KEHHYIO MaLLIVHY U BbICOKast BEPOSATHOCTb N3N1eYEHNS;
MWUHWMaNbHasa Harpy3ka Ha ceTb Onarodapst KOMAAKTHOCTK
f71pa 1 MCMOJMb30BaHWMIO B HEM HOBEMLLIMX TEXHONOMNI;
BblcoKas 3 heKTUBHOCTb ODHapyXeHNs yrpo3, BKtoYas elle
He M3BeCTHble BUPYChI;

BO3MOXHOCTb YNpaBeHNs BCEN MHPPACTPYKTYPOM 3aLLMTbI
ceTun c oHoro paboyero mecTa (Yepes Beb-nHTepdenc), roe
Obl OHO HU HaxoOUNOC;

BO3MOXHOCTb peanm3aumm HeobxoanMMbIX A8 KOHKPETHOro
nNpeanpuaTUS U OTAENbHbIX FPYMNN COTPYAHWUKOB NONUTUK
©e3onacHoOCTU;

BO3MOXHOCTb Ha3Ha4YeHMs OTAENbHbIX aAMUHNCTPATOPOB
0715 pa3fIMYHbIX TPYNM, Y4TO NO3BOMNSET UCNonb3oBaTh Dr.\Web
Enterprise Suite kak B KOMNaHMAX C NOBbILLEHHbIMW TpeboBa-
HUSAMM K ©€30MacHOCTU, Tak 1 B MHOFOMDUNNANbHbIX OpraHn-
3aUumsx;
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BO3MOXHOCTb 3anpeTa Moandm-
Kauun darnos Windows
LleHTpanm3oBaHHbIN KapaHTUH
YrnpaBneHue 3aWwmTon paboymx
cTaHumm 1 cepeepoB Windows
YnpaBneHwe 3aLmMTON CMapT-
(DOHOB MOA yNpaBneHnem
Windows Mobile

YnpasneHue 3amTon hannosbIx
CepBepOB NoA ynpaBneHnem
Novell Netware

YnpasneHue KOHCOMbIO agMu-
HucTpaTopa Dr.Web ansa IBM
Lotus Domino (nog Windows)
YnpaBneHue 3aLlmMTON NO4TOBbIX
cepsepos Unix

YnpaBneHue 3aLmMTon NO4TOBbIX
cepeepos Kerio (nog Windows)
YnpaBneHye 3aLnUTON NHTEPHET-
wno3os Kerio

Bbibop npropuTeTa CKaHUPO-
BaHWS, NCMOMb30BaHME TEXHO-
Jiorum BurstScan, 3Ha4nTensHo
yCKOpSOLLEeN CKaHMPOBaHWe Ha
COBPEMEHHbIX CUCTEMAX

BbiOop coctaBa NpoBepsieMbIx
00beKTOB, AENCTBUI, NPUMe-
HSieMbIX K HaVAEHHbIM Bpeao-
HOCHbIM OOBEKTaM

Bbibop mencTsmnimn, NpuMeHsemMbIx
K Hem3ne4nmbiM obbekTam u
3apaXXeHHbIM apXxmMBam
MHOronoTo4Hoe ckaHMpoOBaHMe
MNposepka HTTP-Tpaduika
BbiOop npunoxeHunn ans
NpoBepPKU / NCKIIOHEHNS 13
npoBepkn nx Tpacduka; BbIOOP
KOHTPONMPYEMbIX NOPTOB
bnokuposka focryna K
noKanbHbIM 1 BeG-pecypcam
BnokmnpoBka [oCTyna K 3aLm-
LLaeMbIM KaTafloramM M CMeHHbIM
HoCUTENAM

Camo3allunTa

BO3MOXHOCTM HaCTPOMKM NOMANTLK Oe30nacHOCTU AN MoObIx
TUNOB MONb30BaTeNen, BKIIOHYas MOOUMbHbIX, U AN MobbIx
CTaHUMW — faxe OTCYTCTBYIOLMX B AaHHbI MOMEHT B CETU —
No3BONAIOT 00ECneyYnTb akTyanbHOCTb 3aLLMThI B OGO
MOMEHT BpeMeHU;

rapaHTNs HEBO3MOXHOCTM CaMOCTOATENIbHOMO M3MEHEHMS
nonb30BaTeNAMMN HACTPOEK 3aLLMUTLI;

BO3MOXHOCTb 3aLLIMThI CETEW, HE MMEeIOLMX AOCTYyNa

B IHTepHerT;

BO3MOXHOCTb pa3BepTbiBaHUA yAOOHbBIM AN aAMUHNCTPA-
TOpa cnocobom — vepes nonuTmkn Active Directory, cTap-
TOBblE CKPUMTbI, MEXaHM3Mbl YAaNeHHOW YCTaHOBKK. YcTa-
HOBKa BO3MOXHA [a>e eCfn y3en CeTU SBNAETCS 3aKPbITbIM U
HeJocTynHbIM Ons cepsepa Dr.Web Enterprise Suite;
BO3MOXXHOCTb MCMOJIb30BaHWs BOMNbLIMHCTBA CYLLECTBYIOLMX
0a3 faHHbIX, KaK BHYTPEHHWX, TaK 1 BHELIHUX. [Mpy 3TOM

B Ka4ecTBe nocnefgHnx MoryT BbicTynaTtk Oracle, PostgreSQL,
Microsoft SQL Server nnun Microsoft SQL Server Compact
Edition, nio6as CYB[ c nopnep>xxkom SQL-92 yepes ODBC;
BO3MOXHOCTb CAMOCTOATENIbHOIO HanmcaHus obpaboTyHnKoB
COBbITUIN Ha MOOOM CKPUNTOBOM A13bIKE, HTO AaET NPAMON
LOCTYN K BHYTPeHHUM nHTepdercam Dr.Web Enterprise
Suite;

BO3MOXHOCTb OTKaTa OOHOBEHNS — Aaxe eC/n npoLecc
0OHOBIIEHMS BbI3BAN OLLNDOKY, y3€J1 CETU He oCTaHeTCs be3
3aLUMThI;

OHOBpPEMeHHasn Nofaep>kka HeCKONbKMX CETeBbIX MPOTO-
konos (TCP/IP (Bkntoyas IPv6), IPX/SPX, NetBIOS), 4To no3Bo-
NSIeT pa3BePHYTb aHTUBUPYCHYIO CETb, HE MEHSIS UICTOPUHECKM
CNOXMBLUENCA CETEBOW MHDPACTPYKTYPSI;

oTKpbIToCTb Dr.Web Enterprise Suite — c nomollbto 3T0ro
KOMMJIeKca CUCTEMHbIV AAMUHUCTPATOP MOXET yCTaHaB-
NNBaTb U CUHXPOHU3NPOBATb [OMONHUTESNbHbIE NPOAYKTbI
CTOPOHHWX NPOM3BOAMNTENEN, YTO Tak>Ke CHUXKAET 3aTpaThbl Ha
NOCTPOEHME CUCTEM UHDOPMALIMOHHOM Be3onacHoCTH;
HarNsAHOCTb CUCTEMBI KOHTPONSA COCTOSIHNSA 3aLLUUTbI, Hempe-
B30WAeHHbIV N0 3hHeKTUBHOCTU 1 yA0OCTBY NMOUCK CTaHLMIA
cetu;

HanM4mMe MOLLHOWM CMCTeMbI CaMO3aLLMThI, 4TO He faeT
BO3MOXHOCTU BMPYCaM BbIBECTU KOMIMJIEKC U3 CTPOS;
BO3MOXHOCTM BblDOpa CnmMcka 0OHOBNSEMbIX KOMMOHEHTOB
NPOAYKTa 1N KOHTPONSA Nepexofa Ha HOBble BEPCUM MO3BONSIOT
aAMUHUCTPATOPaM yCTaHaBNMBATL TONbKO HEODOXOAMMbIe

1 NPOBEPEHHbIE B X CETU OOHOBNEHMS.

JInueHsnposaHue

MponoyKT NMLEH3NPYETCS NO KOMMYECTBY paboumnx CTaHLmn,
NOoAKIoYaeMbIX K aHTUBMPYCHOMY cepBepy Enterprise Suite.
MUVHMManbHoOe KONM4ecTBO CTaHUMn — 5. Ecnv nprobpetaetcs
peLleHne, B KOTOPOM NpefnonaraeTcst UCNob30BaTb HECKOMbKO
cepsepoB Enterprise Suite, HeobxoANMMO NPMOBPECTU NNLLEH3NM
OTLENbHO Ha KaXX bl CepBep 1 ykasaTb NPy 3TOM COOTBETCTBY -
loLLlee Y1Co paboYmx CTaHLMIM ANs Kaxk4oro cepeepa.

BapuaHTbl NULEH3NM:
m  KomnnekcHas 3alinTa
m  AHTUBUPYC

Ecnu HeobxoarMo obecnevnTb LEeHTPann3oBaHHOE yripaBneHue
aHTVBUPYCHOW 3aLLMTOM (halNoBOro cepsepa Nof ynpaeneHem
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Windows, To nprobpeTaeTcs nuueHsms «Dr.Web Enterprise Suite
+ Dr.Web ans ¢annosbix cepepos Windows». Ha cToumocTb
TakoW NINLIEH3UM BAIMSIET KONMMYECTBO 3aLLUMLLAEMBIX CTAHLMI 1
(hannoBbix CEPBEPOB B CETU.

Ecnn HeobxoamMMo obecneymnTb LLEHTPANM30BaHHOE yNpaBeHme
3aLmTom noytoBoro cepeepa Unix, To nprobpeTaetcs NULeH3ns
«Dr.Web Enterprise Suite + Dr.Web ans no4toBbIx cepsepoB
Unix». Ha CTOMMOCTb TakoW NNLLEH3MM BAMSET KaK KONMYECTBO
3aLmLaeMbIx paboymx CTaHLMI U CEPBEPOB, Tak U KONMYECTBO
3alUMLLAEMBIX MOYTOBbIX aipecoB. B cnyvae HeobxoaMMocCTH
NVLLEH3MM 19 3aLUNTbI MOYTOBOrO CepBepa U NIMLEH3UN ANg
Dr.Web Enterprise Suite MOXHO nprobpecT oTaeNbHO.
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HoBuHKUM Bepcnn 6.0

3awuTa oT ceTeBbIX aTak (BpaHgmaysp Dr.Web)

3alWmMTa OT HEeCaHKLMOHVMPOBAHHOIO [AOCTyNna M3BHE, MNpefoTBpalleHme yTeyek
BaXHbIX OAHHbIX MO CETWU, BNOKMPOBKA MOAO3PUTENbHBIX COEAMHEHUI HA YPOBHE
MakeToOB M MPUITOXEHNN.

KoHTpOnb MOAK/IOYEHUIM Ha YPOBHE MPUIIOXEHUI MO3BOMSIET KOHTPOMMPOBATb
LOCTYN KOHKPETHbIX NMPOrpaMM 1 NpoLEeCcCoB K CETEBbIM pecypcaM M perncrpmpo-
BaTb MHMOPMaLMIO O NOMbITKaX AOCTYMNa B XXypHasne NpUIoXeHUN.

DunbTpaLuysa Ha ypOBHE MaKeTOB MO3BONSET KOHTPONMPOBAThb AOCTYMN K CeTU VIHTepHET
BHE 3aBMCMMOCTM OT MPOrpaMM, MHULMMPYIOLWMX NoAKMoYeHe. XXypHan naket-
HOro OUNBTPA XPaHUT MHPOPMALLMIO O MaKeTax, NepefaHHbIX Yepe3 CeTeBbIE NHTEP-
encel.

cnonb3oBaHWe 0a3bl JOBEPEHHbIX MPUAOXEHUN U CEPBMCA LIEHTPANM30BaHHOM
06paboTKK BCEX COODLLEHMI ApanBepa O CETEBOW akTMBHOCTM yrnpoLllaeT paboty
C OpaHAMay3pOM M NOBbILIAET CTabUNbHOCTb ero PaboTh!.

Mopaep>xka 64-6uTHbIX OC Ang areHToB

AreHTbl Dr.Web Enterprise Suite Tenepb MOryT ycTaHaBNMBATLCS Ha CaMble COBPEMEHHbIe
Bepcum OC Windows.

LleHTpann3oBaHHbIN KapaHTUH

LleHTpan3oBaHHO ynpaBnsaeMbll KAPAHTKH NO3BONAET aAMUHNCTPATOPY CETK CO CBOETO
paboyero MecTa OTCeXMnBaTb N30NMPOBAHHbIE BpedoHOCHbIE 00bekThl Ha Bcex MK ceTn
N NMPUHNMATb PeLleHne O AeNCTBUAX C HUMMW.
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LleHTpannM3oBaHHas 3awWwuTa B peXMMe peasibHOro BPEMEHM BCTPOEHHbIX
KOMIMbIOTEPHbIX cUcTeM (OaHKOMATOB, MYNbTUKMOCKOB, KACCOBbIX CEeTeN W T.M.)

dnarmMaHcknM NpoaykT komnaHmm «Joktop Be6» — Dr.Web Enterprise Suite -
NOCNY>XMN OCHOBOW A1 CO3AaHMs CneLyanbHoro NpoayKTa Ans 3alimTbl BCTPOEHHbIX

cnctem — Dr.Web ATM Shield.

CTpaHmu,a onncaHma NpoayKTa

CucteMHble TpeboBaHMSA

Cepsep

s KoMmnbloTep C NpoLeccopom He
Huxe Pentium Il1-667.

s OnepaTMBHas NaMsaTb HE MeHee
128 ME (256 MB npu ncnonb-
30BaHMM BCTPOEHHOM B[1).

s (CBODOOHOE MECTO Ha XeCTKOM
ancke 1 T6 (20 MB gns mcnon-
HAeMbIX PansoB, ocTaibHoe
[N MPOTOKOJIOB paboThl 1
BCTPOEHHOM Ba3bl AaHHbIX).

s OCWindows 2000/
XP/2003/2008/Vista/7, Linux,
FreeBSD (071 6.2 o 7.1) unwn
Solaris (x86; Sparc) (ons 32- u
64-OUTHBIX CUCTEM).

m JlokanbHas cetb TCP/IP.

AreHTbl

m  He menee 40 M6 cBobogHoOro
MecCTa Ha XeCTKOM AMNCKE;

m  [IK nog ynpasneHnem
OC MS Windows 98/Me/
NT (SP6)/2000/XP/2003/
Vista/2008/7 (tTonbko Ans
32-OUTHbBIX CUCTEM).

ﬂMLI,eH3VIpOBaHVIe

MpofyKT nuUeH3npyeTcs no
KONMYeCTBY 3aLLMLLIAEMbIX BCTPO-
€HHbIX YCTPOWCTB, NOAKMIOYaeMbIX
K aHTUBMUPYCHOMY cepBepy Dr.Web
ATM Shield. Ecnn nprobpeTaetcst
peLleHne, B KOTOPOM Mpeanona-
raeTcs UCNOoJb30BaTb HECKOSBKO
cepBepoB, HEOOXOAMMO NPUOD-
PECT NINLIEH3MM OTLENbHO Ha

KaX bl cepBep 1 yKasaTb Mpu 3TOM
COOTBETCTBYIOLLEE YUCIIO BCTPO-
€HHbIX YCTPOWCTB O KaXa0ro
cepBepa.

MNpenmyuwiecrsa

m Jlerkas vHTerpaums B cetv 6aHKOMAaTOB 1 KaCCOBbIX
YCTPOWMCTB W, KakK CNefCcTBUe, CyLLLeCTBEHHOE COKpalleHne
BPEMEHM Ha 1X 0OCIYXMBaHUE;

m  LEHTPaNM30BaHHOE yNpasfieHne BCeMU KOMMOHEHTaMM
AHTUBUPYCHOW 3aLLMTbI BCTPOEHHbIX CUCTEM;
m  BbICOKas MacWTabupyemMocTb, obecrneymBalowas BO3MOX-
HOCTb MCMOJSIb30BaHWNS B CETAX C HEOrPAHNYEHHBIM YUCTTIOM
y310B (33 CHET Nepapxm4eckon CTPYKTYpbl aHTUBUPYCHOWM
cetun);
KpoccnnaTpoOpMeHHOCTb CEPBEPHOro aHTMBKMpYycHoro MO,
paboTa B ceTax, 0OCHOBaHHbIX Ha cTeke TCP/IP, IPX, NetBIOS;
BO3MOXHOCTb Bblibopa Tnna CYB/[-cepBepa 3alinThl;
MUHMMAaIbHbIN CETEBOM TPAMUK, OCHOBAHHbIV Ha Ccneuu-
anbHO pa3paboTaHHOM MpoTokosie obMeHa MHhopMaLMen B
CeTAX C BO3MOXHOCTbIO MPUMEHEHWNS CneLmanbHbIX anro-
PUTMOB CXXaTua TpadrKa 1 KOMMNPeCccum daHHbIX MexX iy
KNWMEHTOM 1 CEpBEPOM;

m  WKdPOBaHME AaHHbIX MPKY 0OMeHe Mexay pa3fndHbIMN
KOMMOHEHTaMU CUCTEMBI;

E  LeHTPaNM30BaHHbIN MOHUTOPUHT COCTOSAHMSA BCEX 3all|M-
LLeHHbIX Y3/T0B CETU 1 COOP CTAaTUCTUKM O BUPYCHbBIX MHLM-
[eHTax;

E  pe3epBHOE KOMMPOBaHME KPUTUHECKUX AaHHbIX CEpBepa
3alUThI CeTH;

m  NpO3pavHOCTb paboTbl — XypHan ayanta 4eNCTBUI aiMu-
HUCTPATOPOB MNO3BONIAET OTC/IEXMBATb BCE AEUCTBUS MO
YCTaHOBKE U HAaCTPOWMKE CUCTEMBI.

bnaropgapsa Dr.Web ATM Shield:

m  DaHKM He HecyT bonblie (hUHAHCOBbIX YObITKOB, BbI3BAHHbIX
LeNCTBUSMU BUPYCOB B DaHKOMaTax;

®  POCTOU 13-3a AEVNCTBUI BMPYCOB NMKBUANPYIOTCS;

E  CUCTeMHbIV aAMMUHNCTPATOP 0CBOOOXAaeTca ANs peLleHns
LPyrux 3agay.
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LleHTpanM3oBaHHOE NleyeHMe NoKalbHbIX ceTeln Noboro macwTtaba, B TOM
Yyucne C yCTaHOBNEHHbIM aHTUBUPYCOM APYroro Npou3BoanTerNs.

MoTeHUManbHble NONb30OBaTENM

Manble, cpeaHne, KpyrnHble M O4eHb KpyMHble MPeanpuaTnd, B JIOKallbHbIX CETAX KOTOPbIX
YCTaHOBNEH aHTUBMPYC APYyroro npomn3BoanTend.

CTpaHuua onmncaHusa NnpoaykTa

MNopaepxxnBaemble OC
Mactep

m  (CBODOOOHOE MECTO Ha XeCTKOM
OncKe He MeHee 36 MO;

s OCMS Windows 2000/

XP Professional/2003/
Vista/2008/7 (32-
64-DUTHbIE CUCTEMBI);

m  [0CTyn B VIHTepHeT ans oOHoB-
NEeHNst BUPYCHbIX 633 1 KOMMO-
HEHTOB;

m JokanbHaga cetb TCP/IP.

CkaHep

m  CBODOOHOE MEeCTO Ha XXeCTKOM
Jucke He meHee 17 MO;

s OCMS Windows 2000/
XP Professional /2003/
Vista/2008/7 (32-n
64-BUTHbIE CUCTEMDI).

f3bIKM nokanmsauymm
Pycckmn, aHrmMmncknm

nVILl,eH3I/IpyeMbIe KOMIMOHEHTbI

s Macrep Dr.Web CureNet!;
CKaHep ceTu;

m  MOZyJb yrpaBieHus CrIMCKOM
YYEeTHbIX 3anmcen;

m  CEepPBUC CKAaHUPOBaHUS;

m yTUAUTa OOHOBEHMS.

JlnueHsnpoBaHmne

MpoayKT NULEH3MPYeTCA Mo
KONMYeCTBY CTaHLIMM, Ha KOTOPbIX
NpeanonaraeTcs CkaHMpoBaHue 1
nocnegyiolLiee neveHne (B cnyyae
HeobxoammMocTn) Ha 1 mnmn 10
[Hen NCnonb3oBaHna. Takxe
CyLLLECTBYIOT OCODble CepBUCHbIE
nmueH3nn Ha 30 1 365 gHen.

MpenmyuiecrtBa

PaboTa B NokalbHbIX CETAX Noboro MaCLIJTa6a, Oa>e OTKJIO-
YeHHbIX OT CeTh MHTepHET;

MWHMMarnbHas Harpyska Ha NokanbHyto ceTb — bnarogaps
MCNoNb30BaHWIO CreLmansHO pa3paboTaHHOro NPOTOKoNa
obMeHa MH(OPMaLMEN B CETAX, MOCTPOEHHbIX HAa OCHOBE
npoTokonos TCP/IP ¢ BO3MOXHOCTbIO MpUMeEHeHMs 0cobbIx
anropnTMOoB CXatug Tpaduka;

He 3aBUCUT OT NoaKJIloYeHUsa K IHTepHeTy — CKOpoCTb
PacnpoCTpaHeHs 1 NPOBEPKM CTaHLMIN, PABHO Kak U
CKOPOCTb cOOpa CTAaTUCTUKM He 3aBUCSAT OT COCTOSIHWUS CBA3W;

cobniofeHre yCTaHOBMNEHHbIX MONUTUK 6e30MacHOCTM — He
TpebyeT Hann4ns cepsepa UK YyCTaHOBKM Kakoro-nnbo
pononHutensHoro MO, a 3Ha4YNT, He HapyLWaeT NPUHATYIO
[LN15 CEpBEPOB KOMMaHWM NOIUTUKY Be30MnacHoCTy;

NoJfiHas KOHMUAEHUMANBHOCTE — HMKAKoro obmeHa
HaHHbIMU Mexay Dr\Web CureNet! n cepsepom «[lokTop
Beb» He npon3BoanTCs, (GOPMUPOBAHME OTHETA NPOU3BO-
ONTCSA BHYTPW NokanbHom ceTn Ha MK agMnHUCTpaTopa;
BCErAa akTyallbHbI — CaMble CBEXME JOMONHEHMS K
BMPYCHOW Da3e MOXHO MOJTy4YUTb Ha yKe 3anyLeHHbIN
Dr.Web CureNet!;

NPOCTOTa UCMONb30BaHWA — C YPaBJIEHNEM CMPABUTCH
[axe Ha4YMHaLWMIN CUCTEMHbBIV AAMUHNCTPATOP;
KOHTPOMb NPOLLECCa CKaHUPOBAHMSA B PEXMME PeasibHOro
BpeMeHu — ¢ KoHconu Dr.Web CureNet!;

[LOMONHUTESbHBIN YPOBEHb He30MnacHoOCTH.

KnioyeBble pyHKLUMN

JleyeHume pabounx ctaHuunm 1 cepsepoB Windows;

npoBepKa Ka4ecCTBa aHTI/IBI/IpyCHOI;I 3allnTbl OPyroro npous-
BoouTena.
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HapexHasa 3awuTta pabouymx ctaHummn nog ynpasneHmem OC GNU/Linux ot
BUPYCOB M wnmnoHckoro MO, HanncaHHbIX AN MHPULMPOBAHUSA HE TONbKO
Linux, Ho Takxxe Windows/MS DOS.

B npoaykTe peann3oBaH LLEHTP yrpaBieHus, KOTopbIn obecneynBaeT ObICTPbIN
AOCTYN K pa3fiNyHbIM KOMMOHEHTAM NPOrpPaMmbl U yripaBieHne UMMU.

MoTeHUManbHbIE NONb30BaTENM

Monb3oBatenu aomaluHmx MK, cemenHble ourchl, Manble 1 CpeaHre npeanpuaTus, Ha
KOMMblOTEPAx KOTOPbIX YCTAHOBNEHbI OMepaLoHHbIe CUCTeMbI Linux. Tak Kak AaHHbIN
NpoayKT NocTaBnserca 6e3 cpeacTs LIeHTPaNM30BaHHOMO YNpaBeHus, ero peKoMeHayeTcs

npeanaratb a4 3alinTbl OTAOENbHbIX pa6oq|/1x CTaHUMI ManbIX U cpeaHnx I'Ipe,D,I'IpI/IﬂTI/II;I.

CTpaHl/ILl,a onmcaHma NpoayKTa

CucteMHble TpeboBaHUs

Mnatgopma: nonHas
NOAAEPXKKa CUCTEMbI KOMaHL,
npoueccopa apxmTekTypbl X86 B
32- 1 64-OUTHOM pexmmax;

cBOHOOHOE MPOCTPAHCTBO Ha
KeCTKOM gucke: He MeHee 90
MB;

onepauyoHHas cMctema:
ancrpnbytmesl GNU /Linux,
MMeloLLe Bepcuio aapa 2.6.X;
0OCTyn K ceTun VIHTepHeT: ang
perncrpaumm n nonyveHms
OoOHOBNEHUN.

fA3bIKM Nnokanumsaumm

Pycckmimn, aHrMmncknm,

ﬂMLI,eH3VIpyeMbIe KOMIMOHEHTbI

KoHconbHbIN ckaHep ansa Unix;
MOZYNb rpadh4ecKoro NHTep-
denca ana Linux;

YTUANTa aBTOMATNHECKOIO
obHOBNEHMIS.

MNpevmywiecTsa

S¢ddekTUBHOE pacro3HaBaHNe BCEX BUOOB yrpo3
(ckaHep Dr.Web)

MakcmMManbHO TLaTeNbHas NPoBepKa OnepaTBHOM
NaMATK, 3arPY304HbIX CEKTOPOB, XECTKMX ANCKOB U
CMEHHbIX HoCUTenemn;

ObICcTpasi, nonHas, BbiIbOpOYHas 1 Nonb3oBaTenbckas
NpoBepKU;

obe3BpexmnBaHme BUPYCOB, TPOSHCKUX NPOrpamMm U Ipyrmx
BWA0B BPeOOHOCHbIX 00BEKTOB;

0bLLMpPHble Ba3bl 4N 4eTEKTUPOBAHUSA LUMMOHCKOTO, NOTEH-
LManbHO OnacHoro, peknamMHoro MO, xakepcknx yTUInT 1
NpPOrpamMMm-LLIyTOK.

3awmTa B pexmnme peanibHoro BpeMeHu (parnosbin
MoHuTop SplDer Guard®)

MOCTOAHHBIN MOHUTOPUHI 300P0BbA KOMMblOTEPa — Nepe-
XBaT «Ha neTy» obpalleHnI K hannam Ha anuckax, AMcKeTax,
CD/DVD/Blu-ray-guckosogax, Flash- n cmapt-kapTax;
BbICOKas yCTONYMBOCTb K NMOMbITKaM BPeAOHOCHbIX
nporpamMmm NpensTCTBoBaThb OyHKLUMOHMPOBaHWMIO SplDer
Guard nnn ocTaHoBUTb ero padoTy.

N3onauusa 3apaxeHHbIXx 06bekToB (KapaHTUH)

EOovMHOe XpaHuUnuLLe As nofo3puTeNbHbIX OObEKTOB C
BO3MOXHOCTbIO MX BOCCTAHOBMEHWS, a Tak>ke ¢ PyHKLMeN
OrpaHMYeHns paaMepa ANPEKTOPUN XPaHEHWS.

MonHasa ctaTucTMka o pabote aHTMBMpYca (OT4eT)

NHCTPYMEHT NPOCMOTPa CTaTUCTUKM ODHAPYXeHNI Bpeao-
HOCHbIX OOBLEKTOB B CMCTEME N AENCTBUN aHTUBUPYCA,
NPeanpUHATLIX AN UX 00e3BPeXMBaHMS.
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JlnyeH3snpoBaHne

MPOAYKT NULEH3NPYETCSA MO KO-
4eCTBY 3alMLLAEMbIX PabOHNX
CTaHUMIN.

KOMMOHEHTbI 3aLuUThbI

m  AHTUBMPYC
m  AHTUWNIWMOH

Bcerpa akTyanbHbin (Moayns obHoBneHMs)

CpencTBo ans oOHOBNEHNS BUPYCHBIX 6a3 1 KOMMOHEHTOB
NporpaMmbl; 3anyckaeTcst Kak BPY4HYIO, Tak M Mo 3a4aHHOMY
4yepes NMaHUPOBLLMK PACTIMCAHWIO.

MeHepgxxep NUUEeH3UN

MHCprMeHT 6bICTpOI'O nony4eHnda 0eMOHCTPaULMNOHHbIX U
NMUEH3MNOHHbIX KJ'IIO‘-IeI;I,' y)ZI,O6CTBO npogneHna nNUeH3nn.

KoHconbHbIN ckaHep A/19 OMbITHbIX NOb30OBaTeNen

BO3MOXHOCTb yrpaBneHns paboton aHTUBMpYCa U3
KOMaHAHOW CTPOKMN.

KnioyeBble hyHKLUNN

LleHTpanun3oBaHHOe ynpaBfeHne HacTpPoMKaMm BCEX KOMMO-
HEHTOB;

CKaHMPOBaHWs Mo TPebOoBaHWMIO /MO PacnncaHumio;

nepexBaT «Ha feTy» BCex obpaLleHui K hannam;

N30MALMS 3apaxeHHbIX HaNNoB B KapaHTWHE; BOCCTaHOB-
neHve annoB 13 KapaHTUHa;

CKaHMPOBaHMS Mo TpeboBaHWMIO /VHAMBUAYaNbHbIE rpadrkn
NpoBepoK;

noapobHble oT4eThl 0 paborTe;

aBTOMaTUYeCKME YBELLOMIIEHWS 00 0OHapPYXXEHHOW Yrpo3e;
aBTOMaTU4eCKoe OOHOBNEHME.

OcobeHHoCTH nnMueH3npoBaHMA

AnTuBMpyc Dr.Web gns Linux + Dr.Web Security Space Pro —
3KOHOMUYHasA NuLeH3ns ansa 3awmtsl 1 MK nog ynpasneHvem
aByx OC: Windows u Linux;

NpOoOYKT Takke BXOAMT B COCTaB KomnekTos Dr.Web.
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Dr.Web® Security Suite — Bce, 4TO HYy>KHO A1 3aLLMTbI OT BMPYCOB U CNamMa

KoHconbHble ckaHepbl Dr.Web gna Windows, MS DOS /OS2
(6e3 rpacdunueckoro nHtepgenca)

MoTeHUManbHble NONb30BaTENM

Monb3oBatenu, MMeloLLe onbIT PaboTbl C KOMaHAHOM CTPOKOW, Ha JOMALUHMX KOMIMbIO-
Tepax KOTOpbIX yCTaHOBNEHa onepauynoHHas cuctema MS DOS, OS/2, Windows.

MNpenmywecrsa

Bbicokas BVIpyCoyCTOPIL{I/IBOCTb M BO3MOXHOCTb YCTaHOBKW Ha 3apa>|<eHHb|17|
KOMMbIOTEP,

Dr.Web nopnepxvBaer npoBepky OOMbLUMHCTBA CyLLECTBYIOWMX (HOPMATOB
yMaKkoBaHHbIX hanIoB 1N apXMBOB C NIOOOW CTENEHbBIO BIIOXKEHHOCTM, B TOM YMcC/1e
NPOBepPKY MHOTOTOMHbIX M CaMOPACnakoBbIBAOLLMXCS apxnBoB. Dr.\Web moxeT
pabotatb H6onee Yem ¢ 1000 BMAOB Pa3NMYHbIX aPXMBOB M YNAKOBLUMKOB, HEKO-
TOPble 13 KOTOPbIX HE N3BECTHbI HY OLHOW APYrOV aHTUBMPYCHOM NPOrpaMMe;

cneumanbHas TeXHOMNOMMs HecUrHaTypHoro nowncka — Origins Tracing — no3sonsaet
[leTEKTNPOBATb elLLle He M3BEeCTHbIe BUPYCHI;

BbICOKWI YPOBEHb AETEKTVUPOBAHMSA N3BECTHbIX BUPYCOB;

ODHapyXeHMe Heu3BeCTHbIX MpOorpamMmMe BUPYCOB MOLLUHBIM 3BPUCTUHECKMM
aHanmsatopom Dr.Web;

3(bdekTMBHAA 3allUMTa OT LUMMOHCKOrO, PekiaMHOro, MOTEHLMANbHO OMACHOro
MO, a TakXke OT MPOrpaMM-LLIYTOK, XakepCkmx YTUUT 1 MPOYEN HeXeNaTeNbHOM
KOppecnoHaeHUNM;

BbICOKas YacToTa OOHOBNEHMI BUPYCHbIX 0a3;

0OHOBNEHNS BUPYCHbIX ©a3 3arpy>atoTcst B TEYEHWE HECKONMbKMX CEeKYH[, Oaxe

npn caMoM MeJIeEHHOM COeaAMHEHUN. Pa3|\/|ep OOHOBNEHUN MUHVMAbHbIN — 0o
40 KB;

PEKOPAHO MaNeHbKoe KOMMYeCTBO 3anuvcen B BUPYCHoOM 0ase, mo3sonsiollee
0bOHapy>X1BaTb MaKCMMyM BUPYCOB U BPEOOHOCHbLIX NMPOrpamMM 1 NPom3BOLUTb
0OHOBIEHWS MOTHUEHOCHO;

CaMble H13KMe TpeboBaHMA K CUCTEMHBIM Pecypcam;

ONCTpUOYTMB aHTUBKMpPYca Dr.\Web nmeeT HanmeHbLIMIA pa3mep Cpeamn BeayLmx
MMPOBbIX aHTVBUPYCOB — OKONO 5 MB;

Dr.Web paboTaeT, He neperpyxas CUCTeMY, Y4TO NO3BONAET €My YBEPEHHO 3aLLM-
LLaThb JaXe MAIOMOLLHbIE KOMMbIOTEPbI MPEXHWX MOKONEHWI;

BbICOKas CKOPOCTb CKaHMPOBaHWA, He neperpyxalowas naxe ManoMOLUHble
npoLeccopsl;

paboTa aHTMBMpPYyCa He3aMeTHa W He MpenaTcTByeT paboTe Monb3oBaTens
C APYrMMU NpOorpaMmamu.

JInueH3npyemble KOMMNOHEHTDI

CkaHep KOMaHAHOW CTpoKWM ©0e3 rpaduyeckoro mHTepdenca ans MS DOS, OS/2,
Windows.

JInueHsupoBaHue

MpoayKT NMUEH3MPYETCSH NO KONMYeCTBY 3aLimaemMbix K.

35
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Dr.Web Server Security Suite — sawyura
c¢hannoBbIX cepBepoB

AHTMBUpYC Dr.Web ansa ¢dannosbix cepsepoB Windows
NT/2000/2003 /2008

MoTeHUManbHblE NONb30OBaTENM

Mpeanpuatns noboro mMaclwtaba, KOTOpble B Ka4ecTBe XPaHWWLL AaHHbIX MCMOfb-
3yloT cepBepbl nog ynpasneHrem Windows NT/2000,/2003/2008 (32- 1 64-6uTHble
CUCTEMBI).

KnioueBble pyHKUNN
u KoHTponb Bcex harnoBbix onepaLmii Ha CEpBEPE B PeXMME peasibHOro BPeMEH!;
®  CKaHMpPOBaHME Ha «NEeTy», N0 3aNpocy aAMUHUCTPATOPa, MO PacnucaHuio;

n WHTeNneKTyanbHas TeXHONOrs rmbKoro pacnpeneneHms Harpyskmn Ha annosyto
cncTeMy cepeepa (OTNoXeHHas NpoBepka hannos, OTKPbIBAEMbIX «Ha YTEHMEY);

u aBTOMaTn4eckoe O6HOBJ'IeHl/Ie;
u JlormpoBaHue.

MNpenmywecrsa

u IcknioYmTenbHO BbiCOKas CKOPOCTb CKaHMPOBaHMA OrPOMHbIX MaCCMBOB OaHHbIX
npu MUHUMabHOW Harpyske Ha onepaunoHHYO CNCTEMY — KaK B pexrmMe peaib-
HOro BpeMeHn, Tak 1 Mno 3agaHnio agMNHNCTPAaTOpPa,

u npom3BoOnNTeENbHOCTb aHTUBNPYCa Dr.Web OrpaHN4YMBaETCA NLb annapaTtHbIMK
BO3MOXHOCTAMN 3allMLLIaEMOIo CepBepa,

KOppeKkTHas NpoBepka apX1BOB;
NpOCTOTa YCTaHOBKM W aAMUHUCTPUPOBAHUS;
rMOKOCTb HaCTPOeK;

y,EI,O6Haﬂ OopraHn3aumna cba|7|na OoT4eTa, OJid KOTOpPpOro MOXHO 3a[aTb HeobXxo-
OANMYIO CTeneHb AeTanm3aunn.

JInueHsnpyembie KOMMNOHEHTHI

[ CkaHep ¢ rpacduyeckmm nHTepdencom ana Windows;
[ KOHCONbHbIM ckaHep ana Windows;

[ aHTUBMPYCHbIM MoHUTOpP SplDer Guard;

u YTUAUTA aBTOMATMYECKOrO OOHOBIEHMS.

JInueHsnpoBaHue

MpoayKT NMLEH3MPYETCS MO KOMNYECTBY 3alLMLLAEMbIX CEPBEPOB.
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AHTHBUpYC Dr.Web® Security Suite — Bce, 4TO HYy>KHO A1 3aLLMTbI OT BMPYCOB U CNamMa

AHTneupyc Dr.Web ansa sawmtbl pannoBbix cepBepos Unix
(Linux/FreeBSD /Solaris)

MoTeHUManbHble NONb30BaTENM

Mpennpusatis Noboro MacliTaba, KOTopble B Ka4ecTBe XPaHUNLL AAaHHbIX MCMOMb3YIOT
cepBepbl nof ynpasneHvem Samba (Unix).

Mpepnaraemoe pelleHne Bktovaetr Dr.Web SambaVFS SplDer — moHuTOp (hannosbix
onepauum onsa cepsepa Samba, peanu3oBaHHbIM Kak NoaKo4aemMbii Mogynb ans VFS-
nHtepderca (Samba virtual file system), n aHTMBUpYCHBLIM cepBep Dr.Web Daemon,
npenHa3Ha4YeHHbIn aAns 06paboTkm noctynatowmx ot VFS SplDer'a 3anpocoB Ha NpoBepKy
1 neveHue Qansos.

KnioueBble pyHKUNN

n KoHTponb Bcex harnoBbix onepaLmii Ha CEpBEPE B PEXMME PeasibHOrO BPEMEHN;

u MCMONb30BaHME HECKOMbKMX BbICOKOCKOPOCTHbIX MPOLECCOB  CKaHMPOBAHMS
HEenocpenCcTBEHHO NPW 3anncy GarnoB C PaboYMX CTaHUMM Ha CepBep UK Npu
OTKPbITUN PaboYNMK CTaHLMAMM (hainoB Ha cepBepe, TO eCTb B MOMEHT BbIMNOS-
HEHWs CepBepOM 3anpoca paboyer CTaHUMK Ha hainoByto onepaumio;

u Nerko HacTpanBaeMas CcUcTeMa yBeOOMEHUMM O BUPYCHbIX WMHUMOEHTaX — MO
3MeKTPOHHOW NoYTe, Ha MODUNbHBIV TeNedoH UK Nenaxep;

m  aBTOMATMYecKoe OTKIOYEHME OT CepBepa CTaHLMM, OT KOTOPOW NCXOAMNT BUPYCHAS
yrposa.
MNpenmywecrsa

u BbICOKII yPOBEHb AETEKTUPOBAHMSA;

n BbICOKAsi CKOPOCTb CKAHWMPOBAHWSA MPY MUHUMAanbHOW Harpyske Ha onepauu-
OHHYIO CUCTEMY — KaK B pexiMe peasibHOro BpeMeHU, Tak 1 Mo 3aaHnio agMm-
HUCTpaTopPa;

u KOPPEeKTHas NpoBepka apX1BOB;
u NPOCTOTa YCTaHOBKM;
n yO00CTBO aAMNHUCTPUNPOBAHMS;

rMOKOCTb HACTPOEK 1 BONbLLIONW BbIOOP PEXMMOB CKaHMPOBAHMSA Ha BMPYCHI.

CuctemMHble TpeboBaHUs

u 3anyuleHHbI drwebd Bepcumn 5.0 (unu Bbille);
u Samba-3.0 vnu BbliLwe;

n Linux (Bepcum glibc 2.4 n Bbiwe), FreeBSD Bepcui 6.x unu Bbilwe, Solaris 10
(Tonbko ans nnatdopmsi Intel x86).

JInueHsupoBaHue
[MpoAyKT NULEH3MPYETCA MO KONMYEeCTBY 3allMLLaeMbIX CEPBEPOB.
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MoTeHUManbHble NONb30BaTENM

Mpennpusatis Noboro MacliTaba, KOTopble B Ka4ecTBe XPaHUNLL AAaHHbIX MCMOMb3YIOT
cepBepbl Noa ynpaeneHrem Novell NetWare.

MporpaMMa 3anyckaeTcs Ha cepBepe kak 3arpyxkaembii momynb (NLM — NetWare
Loadable Module) 1 BbInoNHAET MYHKLMM CKaHepa M aHTUBMPYCHOrO MOHMTOpa. He
TpebyeT 0bs3aTeNnbHOM NOAAEPKKM BCEMU paboYMM CTAHLMAMM 1 CepBEPaMM KaKoro-
nnbo 0AHOro CETEBOrO NPOTOKONA.

KnioueBble pyHKUNN

] KoHTponb BCex hannoBbix onepauumi Ha CEpBepe B peXMMe peasibHOro BpEMEH!;

[ aHTMBMPYCHOE CKaHVMPOBaHME OrPOMHOMO KonmyectBa (annoB OAHOBPEMEHHO
Bnarogaps BO3MOXHOCTM MPOrpaMMbl Cpa3y OCYLLECTBAATb HECKONbKO Maparn-
nenbHbIX MPOL,ECCOB MPOBEPKM;

n NpoBepka TOMOB CepBepa MO 3apaHee 33faHHOMY PACMMCAHWMIO UMK 3anpocy
aAMWHNCTPATOPa;

u NpoBepKa «Ha NeTy» Gannos, NPUXOOALLMX Ha CEPBEP U YXOAALLMX C HErO;

u BeZleHMe NPOTOKONa NPOBEPKM.

MNpenmywecrsa

u LLInpokunm cnektp nogaepxmaembix Bepcut OC Novell NetWare — oT Bepcum
3.12 po Bepcumn 6.5,

u BbICOKNI YPOBEHb AETEKTUPOBAHNS BUPYCOB, LUMMOHCKOIO, PEKSIAMHOO, MOTEH-
umanbHo onacHoro MO, a Takke NPOrpaMM-LLIYTOK M XaKepCKMUX YTUIAT;

u BbICOKasi CKOPOCTb CKaHMPOBAHNS;

] KOppeKTHas NpoBepka apX1BOB;

u MWHVManbHaa Harpyska Ha cucremy;

n ONuUMa PEryNMPOBKM CTEMEHW 3arpy3Km NpoLLeccopa No3BoNseT 3a4aBaTb Npmo-
PUTETHOCTb NpOoLECCa B CUCTEME;

u rnmbkas KNIMEHTOOPUEHTUPOBAHHAS CUCTEMA HACTPOVIKM.

CucrtemHble TpeboBaHUs
OC Novell NetWare Bepcuin 3.12-6.5.

ﬂl/lLI,GH3VIpOBaHl/Ie

MpoayKT NMLEH3MPYETCA MO KONNYECTBY 3alUMLLaEMbIX CEPBEPOB.
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MpoaykroBasa rpynna Dr.Web Mail Security Suite —

3al4UTa NOYTbI

B paHHylo rpynny obbeanHeHbl NpoaykTel Dr\Web ons 3alimTbl 30eKTPOHHOW NoYThI,
npoxogsLlen 4epes MO4TOBble CepBepbl, MPOKCU-CEPBEPbI M KOMMYHMKALMOHHbIE
npunoxenus (Instant messaging) nog onepaumoHHbIMK cuctemamm Windows /Linux /
Free BSD /Solaris:

(] Dr.Web ans noutoBbix cepBepoB MS Exchange Server.
Dr.Web pgnga IBM Lotus Domino gna Windows

Dr.Web pnsa IBM Lotus Domino ans Linux

Dr.Web ana noutoBbix cepepoB Unix

Dr.Web Mail Gateway

Dr.Web ana MIMEsweeper

Dr.Web ana no4ytoBbix cepBepoB Kerio gna Windows
Dr.Web gna noutoBbix cepBepoB Kerio gns Linux

MoTeHuuyaneHble Nonb3oBaTenu npoaykToB rpynnbl Dr.\Web Mail Security Suite

KomnaHum nroboro Mmaclutaoa.
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Dr.Web ansa no4ytoBbix cepBepoB Exchange Server 2000/2003/2007 — > dekTBHOE
CPenCTBO 3aLMTbl MOYTOBOIO Tpadmka KOMMAHWMKM OT BUPYCOB, LWNoHckoro MO 1 cnama.

KnioueBble pyHKLNN
] CKaHVpyeT BXOAALLME U UCXOAALLME COOOLLEHS;

n onokupyeTr 1 nepemellaeT MHMULMPOBAHHbIE K MOAO3PUTENbHbIE ODOBLEKTHI
B KApaHTUH;

u OTCbINAeT yBeAOMNEHUA U NpeaynpexaeH s O BUPYCHbIX MHUMOEHTAX aAMUHN-
CTpaTopy Unu Apyrm nofb3oBaTensawm;

| BeOeT XypHaln npom3BedeHHbIX KOMMJ1EKCOM OENCTBUN U co6|/1paeT CTaTncTn4ye-
CKne gaHHble O ero pa60Te;

NPOW3BOAMUT aBTOMAaTMYeCKOe ODHOBIEHME BMPYCHbIX 0a3;

bunbTpyeT cnam;

OUABTPYET NOYTY MO PA3NNYHBIM KPUTEPUSM;

Npy He0HXOAMMOCTI A0DABNSET MPOM3BOSbHbIN TEKCT K OTCbINIAEMbIM MUCbMaM;

npenocraBigeT CyMMapHble OTHETbI 1 CTaTUCTUKY.

OcHOBHbIe NpenMyLlecTBa

BblCOKMI ypOBEHb 3aLUMThI;

3pdekTnBHaA pUbTpaLLMa cnama,
MacLUTabrpyeMoCTb NPOrpaMmel;
Ha[eXXHOCTb paboTbl U MMOKOCTb HACTPOEK;

BbICOKAsi MPOU3BOAUTENIbHOCTb W CTabUNbHOCTL paboTbl. bnarogaps dyHKLMM
MHOrOMOTOYHOWM MPOBEPKM MPOAYKT crnocobeH obpabatbiBaTb OAHOBPEMEHHO
DOonbLLON 0ObeM MOYTOBbIX COODLLEHNI;

MWUHUMaSbHAsA Harpyska Ha CUCTeMy;
HeTpeboBaTENBHOCTL K CUCTEMHbBIM pecypcam;

MPOCTOTa YCTaHOBKM M HACTPOWKM;

BO3MOXHOCTb IPYyNMNMPOBAHNS M yNpaBeHne rpynnamu;
nepepacnpefeneHve NPUOPUTETOB NPY MPOBEPKE;
HaCTpanBaeMble U3BELLEHNS.

CucremMHble TpeboBaHMUS

Ins MS Exchange Server 2007 — onepauyoHHble CUCTEMbI TONbKO 64-X DUTHbIE:

u MS Windows Server 2003 R2 x64 c ycTaHOBNEHHbIM SP2;
] MS Windows Server 2008 x64;
u + Tpebyemble 0OOHOBMEHMS, YKa3aHHbIE MO AOKYMEHTALMN.

Ins MS Exchange Server 2000/2003 — onepaLMOHHble CUCTEMBI TONbKO 32 -X OUTHbIE:

] MS Windows Server 2000 mnnu Advanced Server c ycTaHOBNEHHbIM SP4;
[ MS Windows Server 2003 ¢ yctaHOBNEeHHbIM SP 1.

ﬂVILI,GH3VIpOBaHVIe

MpoayKT NMUEH3MPYETCS MO YMCIY 3allMLLaeMblX NOMb3oBaTenen.
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KomnnekcHoe MoayfbHoe pelleHme ans obpadboTkm 1 dunsTpaLmm BXOOALLEro U NCXo-
Asulero Tpaduvka Ha nnatdopme IBM Lotus Domino nog ynpasnenvem Windows XP/
Server 2000/2003. TpofyKT ocCyLLecTBAAeT PUILTPALMIO MOYTbI OT BMPYCOB, Cnama
1N NPOYen HexenaTenbHOW KOpPeCcnoHAEHUMN.

KntoyeBble pyHKLUUUN

u DunbTpaLys MOYTOBbLIX COOOLLEHWMI OT BUPYCOB, CramMa 1 NpoYden HexxenatenbHoM
KoppecnoHAeHUMu;

[ NpoBepKa AOKYMEHTOB B 3a[laHHbIX Nsf-0a3ax Ha Hanuyne BMPYCOB;

u neyeHue MHPULMPOBAHHBIX MOYTOBbLIX COOOLLEHWNIN 1 BNOXEHHbIX B HX (halnoB;

u XpaHeHe NHDULIMPOBAHHbIX U MOA03PUTENbHBIX O0OBEKTOB B KapaHTUHE;

u yBEeOOMIIEHUS O pe3ynbratax NpoBepkM NMpurt NOMOLW WabNOHOB, ONMCaHHbIX
B CUCTEME;

= BefeHMe CTaTUCTNKK paboTbl CUCTEMDI;

u 3allmMTa PaboTbl COOCTBEHHbIX MOynel oT cboes.

MNpenmywecrsa

u BbicokonpoussogutensHas hunsrpaums,

u 3 dhexkTMBHAS NPOBEPKa «Ha NETY»;

u rMOKOCTb HACTPOeK 1 yaoDCTBO ynpaBneHUs — Hanudme rmokux KoHbUrypaum-
OHHbIX (halnoB NO3BOSET HACTPOWUTL NapameTpbl paboTsl Dr.\Web gns IBM Lotus
Domino B y0oO6HOM A15 Nonb30oBaTens pexuvme;

u BbICOKasi CKOPOCTb OTK/IMKa bnarofapsa peanv3aumm TeXxHonor MHOronoTo4YHOM
NpOBEPKU;

u BO3MOXHOCTb FPYNMNMPOBaHNS U yNpaBieHne rpynnamMm 3Ha4MTelbHO ynpoLlaert
3aa4M aMUHUCTPATOPa NO YNPaBEHWIO aHTUBNPYCHOW 3aLLNTON;

u BO3MOXHOCTb paboThbl Ha partitions cepBepax.

CucremHble TpeboBaHUs

Bepcusa ana Windows

OnepaumoHHas cuctema: Windows Server 2000/2003;
Lotus Domino Bepcnmn R6.0 1 Bbile;

Mpoueccop Pentium 133 v Bbiwe;

RAM 64 MB (pekomenayetca 128 MB);

CBObOAHOE AMCKOBOE NpocTpaHcTeo: 20 MB.

Bepcua ana Linux

OnepalpoHHas cuctema: Red Hat Enterprise Linux (RHEL) 4 n 5 Bepcun, Novell
SUSE Linux Enterprise Server (SLES) 9 n 10 Bepchu (Tonbko 32-0UTHbIE);

Lotus Domino Bepcnmn R7.x;

Mpoueccop Pentium 133 v BblLLE;

RAM 64 MB (pekomeHayetcs 128 MB);
CBobOaHOE AMckoBoe npocTpaHcTeo: 40 MB.
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Jinuensun pyemMbli€ KOMIMOHEHTDI

[OYTOBbIN MOHWUTOP — NPeAHa3HaYeH A1 NPOBEPKM NPUHATLIX 1 OTMPaBIEHHbIX
NMOYTOBbLIX COODLLEHWI.

aHTWCMaM — and CIJI/IJ'IpraLI,I/II/I CfnaMa BO BXoddALleM no4ToBOM Tpaqlee

YTUINnTa ODOHOBNEHUA — aBTOMaTW4eckM obHoBRAET dHTBUPYCHblE ©a3bl
M NporpaMMHbIie MOOYITN.

NNaHVPOBLUMK 3alaHNN,

.nVILI,GH3V|pOBaHV|e
|_|pO,EI,yKT JIMUEH3NPYETCA NO KONnN4edTBy 3alliiaeMbIX nonb3oBaTenen.

KomMnnekcHoe MogyfnbHOe pelleHne ans obpaboTkm U GUNbTpaLmMmM BXOASLLENO
M ncxopsaLero Tpaduika Ha NoYToBbIX cepepax nog Unix-cucremamu (Linux /FreeBSD/
Solaris(x86)). B 3aBUCMMOCTM OT MOAKIIIOHEHHOro Habopa MNarvHOB MPOrPaMMHbIN
KOMIMEKC MOXKET OCYLLLECTBIIATL (PUMBTPALLMIO MOYTbI OT BUPYCOB, LLUMMOHCKOTO U peKaMm-
Horo N0, cnama 1 NpoYen HexenaTenbHOW KOPPECNOHAEHUMN.

OcCHOBHbIe npenmyulecrtea

Bo3MOXHOCTb MoAktodeHna moboro KonuyecTBa MnarkHOB, YTO MO3BONSET
HeorpaHM4YeHHO HapalMBaTb (YHKLUMOHANbHOCTL peLleHns, npudemM nobon
HamnMcaHHbIM NNarH paboTaeT cpa3y co BCcemu nogaepxrsaembiMn MTA,

MOAYyNbHas apXMTEKTypa NO3BOSNET NCMOMb30BaTh PELLEHME C MOYTOBLIMU CUCTe-
MaMW, OTIIMYHBIMW OT MoAAepXMBaeMblX, O KOTOPbIX MMeKLWMI KBanmudu-
KaLWIo MOMb30BaTeSlb CaM MOXET HanncaTb HEOOXOAMMbIV eMy MoZyb. CUcCTeMa
MOXET Kak WMHTErpmpoBaTbCsl B MOYTOBbIE CepBepa, Tak U CTaBUTbCS CaMOCTOs -
TenbHO;

YHUKaNbHas aHTUCNaM-TEXHOMOMMS MO3BONSET AOCTUraTh BbICOKOW 3(heKkTB-
HOCTU pUNbTPaLLMM Oe3 NCNONb30BaHMS HYepHbIX CMINCKOB;

WHTENNeKTyanbHas c1uctemMa paboTbl C OOHapY>XEeHHbIMM 0DbekTaMM — BO3MOX-
HOCTb U3MEHNTb MOBedEHME B 3aBMCMMOCTU OT KOHBepTa o0OpabaTbiBaeMoro
NUCbMa MM OOHAPYXKEHHbIX ONOKMPYIOLWMX OOBEKTOB;

3allmMTa CODCTBEHHbIX MOAYyNeN OT COOeB.

Wnpokumn cnekTp nogaepxuvaembix OC 1 NOYTOBbLIX CUCTEM

Linux (Bepcum glibc 2.4 n BbiLue), FreeBSD Bepcuit 6.x 1 Bbillie, Solaris 10 (Tonbko
ons nnatdopmebl Intel);

CommuniGate Pro, Courier MTA, Exim, Postfix, QMail, Sendmail, ZMailer.

Peann3soBaHHbIe NNarnHbl

Dr.Web — nnarvH aHTMBMPYCHOM MPOBEPKM MOYTbI CpeacTBaMy aHTUBMPYCHOMO
nBuxka Dr.\Web;

vaderetro — nnaruvH, GUALTPYIOLWMIA NOYTY Ha CNaM Yepe3 CODCTBEHHYO OK1bNMo-
Teky Vade Retro;

headersfilter — nnarvH, GURLTPYIOWMI COOOLLEHNS MO 3aroN0BKaM.
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J'Imu,eH3V|pyeMb|e KOMMOHEHTbI

[ Dr.Web Daemon — aHTUBMpPYCHbIV cepBep Bepcun 4.33 (1nu Boilwe), obpaba-
TbIBAIOLWMM 3aNpOChbl Ha MPOBEPKY W JleYeHre AaHHbIX, MNOCTynalolWmMx B BUAOE
(annoB UK No COKeTy, OT (PUNLTPOB;

KOHCOMbHbIM ckaHep Dr.Web ans Unix;
Habop aHTUBMPYCHbIX MUNETPOB AN NOYTOBbLIX cucTeM Sendmail, Qmail, Postfix,
Communigate Pro, Courier MTA, Exim, ZMailer;

u 0a3oBas 4aCTb MPOrPaMMHOrO KOMIMMeKca, YTUIUTbI MOHUTOPWHra pPaboTbl

1 B3aMMOZENCTBUA C BHELLHUMMK CUCTEMaMU,

SDK nns pa3paboTku 4ONONHUTENbHbIX NNarHOB;

YTUNNTa aBTOMATUHECKOM 3arpy3ki OOHOBNEHWI BUPYCHOWM Oa3bl Yepes IHTepHeT.
JinueHsnpoBaHune
u AppecHas nuueH3us: ot 5 afpecos,;
u MNocepBepHas NMLEeH3UN: 115 NPOBEPKM HEOrPaHNYEHHOro 0O beMa KOPPECMOH-

JEeHUMM Ha OOHOM CepBepe C YMCIIOM 3allMilaeMblx agpecoB He 6onee 3000;
Be3nMMUTHasA NNLEH3US: 0114 3aLLNTbI 1I000ro KoNMYecTBa NoYTOBbIX CEPBEPOB;

JInueH3unposaHume SDK: SDK pacnpocTpaHsieTcs OecnnaTtHo B COCTaBe NpoayKTa.
CTOpOHHMeE pa3paboTtumkiy MoryT cBOOOAHO pa3pabaTbiBaTb M PACMPOCTPAHATbL
naarvHbl Ha ocHoBe SDK Ha HekOMMep4yeckmx ycnoBmsax. ng KoMmepyeckoro
PACNPOCTPaHeHM HEOOXOAMMO MPOUTI NPOLLECC CEPTUDMKALMN.
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Dr.Web Mail Gateway — koMnnekcHoe MoayfnbHOe pelleHue ans 0bpabdoTku U hunb-
TPaLMKM BXOASLLErO U UcxopsLlero Tpaduka Ha cepeepax nog UNIX-cuctemamu (Linux/
FreeBSD /Solaris(x86)).

Dr.Web Mail Gateway moxeT ObiTb YCTaHOBNEH KaK B OeMUNIMTapMU30BaHHOW 30He
(DMZ), Tak U BHYTPM MOYTOBOW CUCTEMbI. brnarogaps Tomy 4TO cepBep MPOBEPKM
NOYTOBbIX COOOLLEHWNI MOXKET ObITb BbIHECEH B IEMUNNTAPU30BAHHYIO 30HY, @ MOYTOBbIN
cepBep — U30NMPOBAaH OT VIHTepHeTa, Aaxe B CJlydae B3floMa cepBepa 3/10yMblLUIeHHNK
He NoNy4YnT AOCTyNa K BaXKHOW A/15 KOMMNaHUK MHOpMaLnK.

PelleHne peanumsyeT MOMHYIO MPOBEPKY MOYTOBOW KOPPECNOHAEHLMM N0 NPOTOKONaM
SMTP/LMTP. B 3aBUCMMOCTK OT NoOAKI/OHEHHOro Habopa nnarvHos Dr.Web Mail
Gateway MoXeT oCyLecTBNSATb PUABTPALMIO MOYTbI OT BUPYCOB, CMamMa 1 MPoYemn Hexe-
naTtenbHOM KOppPecnoHAEHLMN.
OcHOBHbIe NpenMyLLecTBa

| BO3MOXHOCTb YCTaHOBKM KakK B AEMUNMTaPU30BaHHOWM 30He (DMZ), Tak 1 BHYTpW
MOYTOBOW CUCTEMBI,

u aKTVIBHas 3aLLMTa OT atak CnamepoB — OMLMM OrpaHnyeHs napametpos SMTP-ceccnn.
u npoBepKa nognHHocCTK IP-agpeca;

] 3alMTa OT aTaK XakepoB — 3(PDEKTUBHOE MPOTUBOLENCTBME KaK «MACCUBHBIMY
aTakaM, Tak 1 akTMBHbIM aTakaM 6e3 nepebopa no c1oBapio;

u 3all1Ta OT CMaM-JIOBYLLEK;
n 3almTa or malformed-nucewm;

] BO3MOXHOCTb OJIOKMPOBKM OTNPAaBKM COTPYAHUKAMM KOMMAHNIM  BIOXEHWM
OrPOMHOrO pa3Mepa — 3KOHOMUS UHTEPHET-TPaKKa;

u BO3MOXHOCTb opraHu3aumm Open Relays cepsepos.
Wnpokunmn cnekTp nogaepxuaembix OC

u Linux ¢ Bepcren aapa 2.4.x U BbILLE;

| FreeBSD Bepcun 6.x 1 Bbilwe Ans nnatdopmsbl Intel x86;
u Solaris Bepcun 10 ans nnatdopmbl Intel x86.
JInueHsnpyembie KOMMNOHEHTHI

[ Dr.Web Daemon — aHTUBMpPYCHbIM cepBep Bepcun 4.33 (1nu Bbile), obpaba-
TbIBAIOLLMIM 3aMpOChl HAa MPOBEPKY WM fle4eHMe OaHHbIX, MNOCTynaloWwmx B BUAe
annoB WUn No COKeTy, OT PUNLTPOB;

MOZyb Smtp-proxy;
Da3zoBas 4aCTb MPOrPaMMHOrO KOMMeKca, YTUAUTbI MOHUTOPWHIA PaboTbl
1 B3aVMMOAENCTBUS C BHELLUHUMW CUCTEMAMMU;

[ YTUNMTa aBTOMATUYECKOW 3arpy3kii OOHOBNEHWIN BUPYCHOWM Da3bl Yepes VIHTepHeT.
u KOHCOMbHbIV ckaHep Dr.Web ans Unix;

] SDK ans pa3paboTku 4ONONHUTENbHbIX NNarHOB.

JinueHsnpoBaHune

] AppecHasa nuueH3ua: o1 15 agpecos.

u MocepBepHas NMLUEH3USN: 111151 NPOBEPKM HEOrpaHUYeHHOro o6bemMa KOpPeCMnoH-
LeHLMWN Ha OOHOM CepBepe C YNCNOM 3allMilaeMblx agpecoB He bonee 3000.

| be3nuMUTHas NNUEH3NA: 119 3aLLNThbI MobOoro KoNM4ecTsa NOYTOBbIX cepBepos.
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AHTUBUPYCHas M aHTUCNaM-3awmTa no4yTtoBoro Tpaduka, npoxogswero
yepes cmcteMy KoHTeHTHon dunbTpaumm ClearSwift MIMEsweeper.

B 3awwmuaemon cucteme Dr.Web ana MIMEsweeper paboTaeT Kak cleHapuin hunb-
Tpauuy nepBoro Twuna, pekomeHayembin ClearSwift, 1 npousBoAnT cCnepgyoline
nNencresus:

| npoBepdaeT No4ToBbLIE COO6LLI,eHl/IF|, B TOM 4HMdne apXmBbl BO BJTOXEHUAX K CO00-
LeHmndam, 0o nx O6pa6OTKVI MO4YTOBbIM CEPBEPOM,

LeTEKTNPYET BPeOHOCHbIE 0OBbEKTbI;

NEeYnT 3apaxkeHHble 0ObeKTbI;

burnbTpyeT COObLLEHNS Ha CNaM;

OnokmpyeT n nepemMeLLaeT Her3nednmble U Noao3pUTENbHbIE 0ObEKTbI B KAPAHTUH;
Npov3BOANT perynspHble aBToMaTUYecke 0OHOBNEHMSA BUPYCHbIX Oa3.

OcHOBHbIe NpenMyLLecTBa

u [MpocToTa YyCTaHOBKM M aAMUHUCTPUPOBAHNS;
[ rMoKMe HaCTPOUKN;

[ COBMECTMOCTb € DEP.

CucremHble TpeboBaHUs

] Windows 2000 Server (SP4) vnu Bbiwe; Windows Server 2003 vnu BblILLE;

u MOYTOBbIN KOHTEHTHbIN unbtp ClearSwift MIMEsweeper™ for SMTP 5.2 mnnu
BblILLe;

] He MeHee 35 Mb cBo60IHOIO AMCKOBOrO NPOCTPAHCTBA.

JInueH3npyemMblie KOMMNOHEHTDI

[ AHTMBUPYC

| AHTMCNaM

[ Mogaynb aBToMaT4eckoro 0bHOBNEH WS

JInueHsupoBaHue

Dr.Web ons MIMEsweeper nuLeH3MpyeTcs No KoNM4ecTBy Nonb3oBaTtenen, paboTaloLmx
B cnucteme ClearSwift MIMEsweeper. BapuaHTbl NULEH3UI: AHTUBMPYC, AHTUBMPYC +
AHTUCNaM.

BapuaHTbl nuueH3nmn

= Mo uncny sawmuwaembix nonb3oBatenem — oboOe YMCIO MONb30OBaTeNeN
bonbLue 15.

™ MNocepBepHas NUUEH3NA — 019 NPOBEPKMN HEOrpaHNYeHHOro obbema Koppe-
CMOHOEHLMMN Ha OOHOM CepBepe, C YMUCIIOM 3allMLIAEMbIX MOMb30BaTeNen He
bosnee 3 000.

| be3nnmMmuTHaa nMUEeH3na — 0514 33T noboro Konmn4yecTsa cepBepos.
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AHTUBUpPYCcHasa 3awmnta SMTP- n POP3-Tpaduka, npoxogsaliero yepes Koprno-
pPaTUBHbIN NOYTOBLIN CEPBEP

Dr.Web ans no4toBbIx cepBepoB Kerio obecnevmBaeT HaaexXHYo 3aLLMTy KOPnopaTBHOM
MOYTOBOW CUCTEMbI OT BMPYCHbIX Yrpo3. [MpuaoXeHne NOAKAYAETCS K MOYTOBOMY
cepBepy Kerio MailServer n ocyuiectsnseT NpoBepky hannoBbIX BIOXEHM BXOOALLMX U
MCXOOALLMX MOYTOBbLIX COODLLEHMI, NepefaBaeMblx Mo npotokonam SMTP/POP3. IMpwn
O0BHapPY>XeHWM Yrpo3 K HUM MPUMEHSIIOTCS OeMCTBMA COrMacHO HaCTPOMKaM NOYTOBOrO
cepBepa Kerio.

[MoTeHUManbHblE NONb30OBaTENM

YacTHble Nonb3oBaTENN 1N KOMMNaHUK Moboro pasMepa 1 pofa AesTeNlbHOCTU, UCMONb-
3ytolme B paboTe noytoBbIv cepBep Kerio MailServer

Kommepyeckne aprymeHThl

| (P deKkTBHOE feTeKTMpoBaHmMe
u Yno0cTBO aAMUHUCTPUPOBAHMS

CrpaHuua onuncaHmnsa npogykta [lNpeumywecrea

S dheKkTnBHOE AeTeKTUPOBAHUE:

= 3alMTa OT M3BECTHbIX BMpycoB MODbIX TUMOB;

MNoppepxxnBaemsle OC m  33lUMTa OT HEM3BECTHbIX BUPYCOB, OCHOBAaHHAas Ha Npume-
HEHWW YHMKanbHoW TexHonorum Origins Tracing;

Windows: g
m  NpOBepKa MHOMOKPATHO 3aapPXMBUPOBAHHBIX haoB.

2000/XP/ Vista, Server .
200372008 Yno6cTBO afMUHUCTPUPOBAHUS:

) m  BO3MOXHOCTb BbIGOPa AENCTBNI A5 BPEAOHOCHbIX
Linux: 06BEKTOB PA3NMYHOIO TMNA, BKOYAas OTMNPAaBKY yBEAOM-
Red Hat Enterprise Linux 4 /5; NEHWI OTNPaBUTENIO U afpecaTy;
Fedora Core 7 / 8; SUSE Linux 10.0, ® BO3MOXHOCTb BblOOpa /eNCTBI ANA Tex (haiios, KoTopble
10.1,10.2,10.3,11.0mn 11.1; HENB3A NMPOBEPUTD,
CentOS Linux 5.2 1 5.3; Debian m  OMNTMMasbHas HaCTPOKMKa BCeX NapaMeTPOB;
5.0; Ubuntu 8.04 LTS ®  OrpaHuMYeHve ypoBHS JeTanm3aLmm XypHana perncrpaumm

cobbITUI;
E  OrpaHuMyeHKe pasmepa XypHana;
E  Hanu4me XypHana otnagku;
®  YNpaBfieHNe 13 KOHCOMM aAMUHUCTPUPOBAHMS NOYTOBOTO

CuctemMHble TpeboBaHuUA

s MecTo Ha XecTKoM aucke: He
meHee 30 MB;

m  MOYTOBbIN cepBep - Kerio

. cepsepa.
MailServer 6.2 nnu Bbilue/
Connect 7. KnioyeBble pyHKLUMU
A3bIKM NoKanmsaumm m  [lpoBepka NO4YTOBOro Tpadvika Ha BUPYChI, NPOrpaMmsl
3 o [03BOHA, peKnamMHble NporpaMmbl, NOTEHLMAIBHO OMNacHble
Pycckuni, aHrnumnckmim. NPOrpamMMbl, MPOrpaMmbl B3NIOMa 1 MPOrPaMmbl-LLUYTKU.

JNlvueH3npyeMble KOMMOHEHTbI

s AHTUBMPYCHbIV NNarvH ans
no4toBoro cepsepa Kerio

m  YTUNUTa aBTOMATUHECKON
3arpy3kun 0OHOBMNEHUI
BUPYCHOW Da3bl Yepe3
NHTepHerT.
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NMpoaykroBaa rpynna Dr.Web Internet Gateway
Security Suite - 3alMTa MHTEPHET-LWNMIO30B

B maHHyIo rpynny oobeamHeHbl npoaykTbl Dr.\Web ans aHTMBMpPYCHOM 3aLWUMTbI MIHTEPHET-
Tpadvika, MPOXOASLLErO Yepes NPOKCK-CepBepbl M OpaHAMay3pbl NOL ONepPaLMOHHBIMM
cnctemamum Windows /Linux/FreeBSD /Solaris:

m  DrWeb onsa nHtepHet-wmo3os Unix;;
m  Dr.Web ana Kerio WinRoute;
m Dr.Web ong MS ISA Server*.

* B pa3pabortke. B TekyLLel Bepcum «PyKOBOACTBa» He OMMChIBAETCS.

AHTuBMpYyc Dr.Web gns nHtepHet-wnto30B Unix

MoTeHUManbHble NONb30OBaTENM

Mpenonpuatns moboro mMaclTaba, KOTopble MCMOMb3YyoT B KayecTBe KOPMopaT1BHOMO
WHTEPHET-LWI03a NPOKCU-cepBepbl Nog ynpasneHnem UNIX-nofoOHbIx cuctem (Linux/
FreeBSD /Solaris).

Dr.Web pnsi HTepHeT-wno308 Unix — UCKMIOYNTENBHO BbICOKONMPOM3BOAUTENIbHOE
pelleHne ons aHTMBMPYCHoW nposepkn HTTP- n FTP-Tpaduka, npoxodsuiero yepes
KOPNOPaTUBHbBIN NHTEPHET-LLIMIO3 — CepBep, CTaHLAPTHO MCMONb3yeMbl NPY OpraHn-
3aUMM LOCTyNa Nonb3oBaTeNien BHyTPeHHEN MHTPAHET-CeTU K pecypcam CeTu VIHTepHerT.

KntoyeBble pyHKLUUN
AHTUBMPYCHas nposepka FTP- n HTTP-Tpaduka;

u M30MALMS 3aPaXKEHHbBIX OOBEKTOB B KAPAHTUHE;
u OTNpaBKa yBEAOMIIEHUI O pe3ynbTaTax MPOBEepPKY;
n BO3MOXHOCTb PerynMpoBaHmns 4ocTyna K Beb-pecypcam;

BbIOOP T1MNa NPoBepPsAeMbIX 0ObEKTOB.

OcHOBHble NpenMyLLecTBa
u Bbicokas Npom3BoamnTeNIbHOCTb 1 CTabnbHOCTb PaboTbl;
BbICOKMI YPOBEHb 3aLLMThI;

u He KOHMMMKTYET C M3BECTHbIMN MEXCETEBbIMU SKpaHaMu;

u KOPPEeKTHas NpoBepKa apX1MBOB W1 YNMakoBaHHbIX hanoB;

u OTKPbITOCTb  pelleHns — nobor Nofb3oBaTeNlb, WMEIOWMI  HEODXOANMYIO
KBanuduKaLmio, MOXET peann3oBaTb HEOOXOAMMYID eMy (YyHKUMOHANbHOCTb,
MCNonb3ys Kof, Ha OCHOBE KOTOPOTro MOCTPOEH AaHHbIV MPOAYKT;

u rMOKOCTb 1 yA0OCTBO aAMUHNCTPUPOBAHNS;

OTNIMYHAs COBMECTMMOCTb C APYrUMW peleHnsamn DrWeb (ons noytoBbIx
n harnosbix cepepos nofd, UNIX-crucremamm).

47
© OO0 «[okTtop Beb»

ceHT0pb 2010, Bepcus 14



35 Dr.WEB®

AnTMBMpYyC

MNopaepxunBaemble OC 1 NpoKcn-cepsepbl

n Linux (Bepcusa sapa 2.4.X 1 Bbllle);

[ FreeBSD Bepcum 6.x 1 Bbile ansa nnatopmsl Intel x86;
u Solaris Bepcun 10 ana nnatdopmsl Intel x86.

TakKe MMeeTcsl BO3MOXHOCTb MHTerpaumm C nobbiM NporpamMMHbIM obecrneveHnem,
noaaepxueatowmm ICAP-npotokon, B ToM Yncne ¢ Squid, SafeSquid, Shweby.

CucremHble TpeboBaHUs

u 3anyuleHHbI Dr.Web Daemon (drwebd) Bepcumn He Huxe 4.32;

u 3anyuleHHas Bepcms Squid He Hke 2.5.STABLES ¢ nogaep>kom icap Bepcumn He
Huxe 6-pre3. MNpu NCNONb30BaHNKM SKCNEPUMEHTANbHOM BO3MOXHOCTU preview
HeoOXOAMMO BOCMONb30BaTbCA BepCMen WCXOOHOro Kopa squid-icap-2.5-
200408092201 -src c ycTaHOBNEHHbIM NaT4eM icap_respmod.c.path;

[ Mmobble MPOKCK-cepBepbl, MOMHOLEHHO nogaepxuBatolme npotokon [CAP
(B yactHocTu, Squid, Shweby, SafeSquid).

ﬂl/ILI,GH3VIpyeMbIe KOMIOHEHTbI

= Dr.Web Daemon.
= ICAP-server Dr.\Web.
™ YTUnuTa aBToMaTU4eCcKom 3arpy3km 0OHOBNEHN Yepe3 VIHTepHeT.

ﬂl/lLI,EH3VIpOBaHl/Ie

PelleHre NULEH3MPYETCa MO KONWYeCTBY MOMb30BaTeNel 3allMLLIAEMOrO UHTEpPHET-
wmo3a. MyHMManbHaa NULEeH3nsg — Ha 25 nonb3oBaTenen.
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[MoTeHUManbHbIe Nonb3oBaTENN

Mpeonpusatna noboro Maclutaba, KOTopble MCMOMb3YIOT B Ka4eCTBe KOPNOopaTmB-
Horo ceTeBoro 3kpaHa Kerio WinRoute nog ynpasnexHvem Microsoft® Windows 2000/
XP/2003/2008.

Dr.Web ons Kerio WinRoute obecnedmBaeT HafeXXHYI0 aHTUBMPYCHYIO 3aLLNTY TpadumKa,
nepefasaemMoro no npotokonam HTTP, FTP, SMTP n POP3, a TakXxe nocpeacTtBOM
BeO-cepsuca Kerio Clientless SSL VPN. DrWeb nnsa Kerio WinRoute ycTaHaBnvBaeTcs
Ha TOT >Ke KOMMbIOTEp, FAe YyCTaHOBNEH MexceTeBoW 3kpaH Kerio WinRoute Firewall, n
MNCNOMb3yeTcs MM B Ka4eCTBe BHELLHEro aHTMBUPYCHOMO MPOrpaMMHOro obecneyveHums,
noako4aeMoro Yyepes plug-in uHTepdenc.

KnioyeBble pyHKLUUN

= B cootBeTcTBUM CHacTporkamu Kerio WinRoute Firewall petekTrpyeT BpegoHOCHbIE
00beKTbl, NepefaBaeMble no npotokonam HTTP, FTP 1 nocpeacTBoM Beb-cepBuca
Kerio Clientless SSL VPN, nH®MUMpPOBaHHbIE BIOXEHNS B 31EKTPOHHbBIX MMCbMaXx
[10 X 06pabOTKM NOYTOBLIM CEPBEPOM,;

[ | npon3BoOnNT perynapHbie aBTOMaTn4eckmne OOHOBEHNS BMPYCHbIX Das.

OcHOBHble NpenmyLLecTBa

[ ] BO3MOXHOCTb NpoBepKN OdaHHbIX, NMepedaBaeMbIX KaK Hepe3 OTKPbIThbIE,
TaK M Hepe3 3alliMileHHble KaHanbl nepeaqn;

m  BO3MOXHOCTb (hOPMMPOBAHMSA CMIMCKa MPOBEPSEMbIX MPOTOKONOB M 334341 napa-
MeTPOB CKaHWPOBAHWS, HaNPUMep, MaKCMMaNbHOMO pa3Mepa U TUMNoB NPOBepPS-
eMbIX 00BbEKTOB, CNOCOOOB 06PaADOTKM MHPULIMPOBAHHbLIX OOBEKTOB;

m  NPOCTOTa KOHTPOJIS 33 PaboTOV NPUNOXEHWS — CUCTEMHOMY aAMUHUCTPATOPY HET
HeobXoAMMOCTM NOCTOSIHHO oTCNexmBaTh paboty DrWeb ansa Kerio WinRoute —
OH MOXeT MofyyaTb COOOLLIEHNS 000 BCEX MHUMOEHTAX, CBA3aHHbIX C MOMbITKAMM
BUPYCHOTO 3apa>keHuns Kak Yepes noYToBble yBeAOMIEHNs, Tak U Yepe3 SMS.

Noppepxmneaemble OC

m  Microsoft® Windows 2000/XP/2003/2008

CncTeMHble TpeboBaHMA

m  MecTo Ha XecTkoM aucke: He MeHee 30 Mb cBoOOAHOIO AMCKOBOMO MPOCTPAHCTBA;
m  MexceTeBou 3kpaH Kerio WinRoute Firewall 6 nnu 6onee nosgHsas sepcums.
JInyeHsnpyemblie KOMMOHEHTHI

m  AHTUBMPYCHbIV DUNbTP ANa MexceTeBoro akpaHa Kerio Winroute Firewall 6;

m  YyTUAUTa aBTOMATMYECKOW 3arpy3ki OOHOBNEHNI Yepe3 VIHTepHeT
JInyeH3smnpoBaHue

MpoayKT NULEH3MpPpYeTCa NO KONMYeCTBY MNofb3oBaTenier, paboTalowmx B NOKaNbHOM
ceTu, 3awmuieHHon Kerio WinRoute Firewall.
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NMpoaykroBaa rpynna Dr.Web Mobile Security
Suite — 3awmTa MOOUNBHbIX YCTPOMCTB

AHTMBUpPYC Dr.Web pgna Windows Mobile

MoTeHUManbHblE NONb30OBaTENM

Monb3oBaTtenn kommyHmkatopos 1 KIMK nog ynpasneHnem OC Windows Mobile 2003,
Windows Mobile 2003 Second Edition, Windows Mobile 5.0, Windows Mobile 6.0,
Windows Mobile 6.1.

KnioueBble pyHKUNN

[ MpoBepka «Ha neTy» Bcex annos, OTKPbIBaEMbIX /M3MeHSeMbIX N0ObIM Nprno-
XeHMeM, a Takke harnoB, NOCTyNatoLWMX Ha YCTPOMCTBO MO NIIOOOMY MeXaH13My
nepenayn (4epes GPRS/Infrared /Bluetooth /Wi-Fi/USB-coeamHeHns wnnu BO
BPEMS CUHXPOHM3aLMN ycTporcTBa ¢ MK);

[ CKaHWpPOBaHWe No TpeboBaHWio BCer hanoBOWn CUCTEMbI UV OTAENbHbIX (anioB
M Nanok,;

| aBTOMaTK4ecKre 0DHOBNEHMS BUPYCHbIX 6a3, 0DHOBMEHMSA MO Tpe6OBaHI/HO,'
u nN3051AUMNA 3apPa>XKeHHbIX Cpal7IJ'IOB B KapaHTMHE.

OcHOBHbIe NpenMyLLecTBa

BblCOKast CKOPOCTb CKaHVMPOBAHNS;

HaJe>XXHas 3alM1Ta B pexrMe peasibHOro BpemMeHu;

MWHMMasbHaa Harpy3ka Ha 3aluiiaeMyto Ccremy;
MWUHUMAIbHbIA Pacxof Tpadurka Npy OOHOBNEHMSX;
pa3HOOOpPa3Hble HACTPOWKMU;

NpOCTOTa ynpaBneHus;

yOOOHbIV MHTEPdENC.

CucremHble TpeboBaHUs

Jlobom KIMK nn kommyHukatop nog ynpasneHnem OC Windows Mobile 2003/2003
Second Edition/5.0/6.0/6.1.

JInueHsupoBaHue
MPOAYKT NULEH3MPYETCS MO KOMMYECTBY 3aLUMLLIdeMbIX MODUIbHbIX YCTPOWCTB.

BHUMAHME! MpaBo ncnonb3oBaHns Ha AHTMBUpPYC Dr.\Web ana Windows Mobile
npenocTaBnseTcs becnnatHo npu nokynke Dr.Web ons Windows (Ha ron v 6onee).
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MoTeHUManbHble NONb30BaTENM

Monb3oBateny MobubHbIX TenethoHOB W KOMMYHMKATOPOB nof ynpasneHem OC
Symbian Series60 (3 1 5 edition).

KntoyeBble pyHKLUUN

u CKaHVpoBaHMe Bcen hannoBOM CUCTEMbI YCTPOWCTBA UM OTAENbHbIX (aloB U
Manok Mo 3anpocy Nonb30oBaTens;

CKaHMpPOBaHMe Cbal7IJ'IOB M NanokK Ha KapTaX MNaMATu,
yoaneHne O6Hapy)KeHHbIX OMacHbIX 0OBEKTOB NN nepemMeleHne Nx B KapPaHTNH,

bunbTpaums BXOASLMX TenedOoHHbIX 3BOHKOB 1M CMC-coobLieHM Ha OCHOBe
HacTpamMBaeMbIx YHepPHOro 1 Oenoro Cnmckos;

n BeAeHMe AeTanM3nNPOBAHHbIX OTYETOB O CKAHMPOBAHUM CUCTEMbI;
u 0OHOBREHMe BMpPYCHbIX 6a3 Dr.Web yepe3 nHTepHeT-coegmHeHMe.

OcHOBHble NpenMyLLecTBa

u S deKkTNBHOE CKaHNPOBAHME C BO3MOXHOCTIMU MMOKOW HaCTPOMKN;
| 3aLUmTa OT MoLeHHWYecknx SMS;

u «MOOUNbHbIE» BUPYCHble Oa3bl;

u yOOOHbIN U MOHATHBIN MHTEpdeNnC.

CucremMHble TpeboBaHMUS

MobunbHoe ycTponcteo nof ynpasneHnem OC Symbian S60 (3 1 5 edition).
JInueHsnpoBaHue

MpoayKT NULLEH3MPYETCA MO KONMNYECTBY 3aLUMLLaeMbIX MOOUbHbBIX YCTPOMCTB.

BHVUMAHWE! MpaBo ncnonb3oBaHms Ha AHTuBMpyc Dr.Web ans Symbian OS npeno-
cTaBnsietcs becnnatHo npw nokynke Dr.Web ans Windows.
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JinueH3npoBaHue

OOwime npaBuna NULEH3UPOBAHUS

Mpopaxa napTHepaMm 3K3eMnispoB nporpaMm Dr.Web koHeyHbIM Mnonb3oBaTensm
LLOMIKHA OCYLLEeCTBNATLCSA CTPOro B COOTBETCTBUM C KOMMIEKTALMEN U COMMACcHO pPeko-
MeHO0BaHHbIM LleHaM, YyTBePXXAEHHbIM B NPanc-nmcTe.

Ins Bcex npoayktoB Dr.Web ctaHgapTHOM KOMMMekTaumm B LieHax npanc-nmcra ctom-
MOCTb OOHOBIEHMIN BEPCUI MPOrPaMMbl U BUPYCHbIX 633, a Takxke 6a30Bas TexHu4eckas
nogaepxka Yepes Beb-dopmMy Ha cTpaHuue hitp://support.drweb.com BktoYeHb! B
CTOMMOCTb IMLEH3NM Ha BECb CPOK €e AeNCTBUS.

Ecnn nonb3oBaTenb MMeEeT NPaBo Ha HECKOMBbKO BUAOB CKUAOK, TO CKUAKM HE CYyMMUPY -
l0TCA, @ NPeAoCTaBNAeTcs Hanbonbllas U3 HMX (3a NCKIIOYEHNeM OTAENbHO OMMCAHHbIX
cnyyaeB — cM. «CKUAKW AN HTepHeT-npoBanaepoB ycyr VHTepHeT (ISP)»).

nOpﬂ,D,OK ncamnaieHnsa CcTomMmoCcTm HOBbIX J1I/ILI,€H3I/II7I

MpoaykTbl Dr.\Web nuueH3npytotca Ha 12, 24 n 36 mecsueB. Dr.Web Security Space v
AHTMBMpyc Dr.Web gns Windows numueH3npytoTcsa Takke Ha 1, 3 1 6 MecsLeB.

Ins onpeneneHna CTOMMOCTV NULEH3MM Ha 24 Mecala LeHa 3a 12 MecaueB yMHOXa-
eTcq Ha ko3 dpuumeHT 1,6.

[na onpeneneHns CTOMMOCTU NIMLEH3MM Ha 36 MecCALLEeB LeHa 3a 12 MecaLeB YMHOXa-
eTcs Ha KO3 PULMeHT 2,2.

BHUMAHMWE! KosthduLmeHT, npUMeHaeMbI Npr pacyeTe CTOMMOCTU TULLEH3MI CPOKOM
bonee 12 mecaues, sBnseTca ckmakon (40% oT Kaxabix nocnenytoLyx 12 Mecaues),
NO3TOMY Ha AaHHbIV KO3 MDULMEHT TakKe pacnpOCTPAHAETCA MPaBMIIO0 O TOM, HTO CKUAKM
He CyMMUPYIOTCS.
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Mof NbroTHbIMK KaTeroprsMn (nonb3oBaTeNaMu, UMEILWMMIN NPaBO Ha MNonyyYeHue
cneumanbHOM CKAKM) Noapa3yMeBaloTCs:

u YuyeOHble 3aBefeHNs mobor PopMbl COOCTBEHHOCTU.
n [ocynapcTBeHHble OMbNMoTeku.
u [OCyAapCTBEHHbIE YHPEXAEHNS 30 PaBOOXPAHEHMS.

MepeyncieHHbIM BblLLE TbrOTHBIM KaTeropusiM Nofib3oBaTenen NpefoCTaBNaeTcs e AnHas
cknaka 50% Ha BCe pelueHMsa Npy NepBUYHOM 3aKynke Ha 1 rog n 65% npw npogneHumn
nmueHsnn Ha 1 rof. HUKakmx LONOSHNUTENbHBbIX CKUOOK NMPW 3TOM He NnpeayCMOTPEHO.

PeleHne o npefocCraBneHn CKUOKM NPUHNMaETCA Ha OCHOBaHUW!

| and y‘-le6HbIX 3aBeeHN — KOMUU NNLEH3UN 00 o6pa3OBaTean01?| JeATeJIbHOCT
1 3aNOSTHEHHOM aHKETbI;

n [NS roCy0apCTBEHHbIX YYPEXAEHUI 30paBOOXPAHEHUS — KOMUM NNUEH3UN MUH3-
Apascoupa3sutia PO 11 3anonHeHHOW aHKEThI,

m ONS roCcyoapCTBEHHbIX OMONMoTeKk — KOMWK CBUAETENbCTBA O Perncrpaumm
V1 3aMOSIHEHHOW aHKeTHI.

PacyeT CTOMMOCTM NULEH3NM CPOoKOM bonee 12 MecaueB ANS AaHHbIX KaTeropum
OCYLLeCTBAETCS CrefyoLiM 0bpa3om:

JInueH3usa Ha 2 ropa = 0,85x1 ropn,; JInueHsunsa 3 ropa = 1,2x1 ropn,;
NMpoaneHue 2 ropa = 0,7x1 ropa,; MpoaneHune 3 roga = 1,05x1 roa.
Cknaku ana nposavigepos ycnyr UHTepHeT (ISP)

[lns KOMNaHWK, KOTopble NPefoCTaBNAT yCyrv TPETbUM NLLAM MO AOCTYNY B VIHTEpHET
1 xoTenu Obl NPK 3TOM 3aLLMLLATL MOYTY CBOMX KITIMEHTOB aHTUBMPYcom Dr.Web, peleHue
LNS QHTUBUPYCHOW 3aLLMThI MOYTOBbIX CEPBEPOB NPEAOCTABAETCS MO NbIOTHOW LieHe -
CO cknakor B 15% OT CTaHAaPTHOW LieHbl NPV YCNOBMM NPeAOoCTaBAeHNs B KOMMAHWIO
«[JokTop Beb» cTaTuCTNYeCKnX AaHHbIX 00 0OHaPYKEeHHbIX B MOYTOBOM TPaduKe BMpPYCaX,
a Tak>ke pa3MeLLeHNst Ha CBOEM MHTEPHET-CalnTe MHMOPMaLMo O hakTe MCNONb30BaHMS
aHTMBMpYyca Dr.Web ans 3alumtbl MHMOPMALIMOHHBIX PECYPCOB CBOMX KNMEHTOB. TeXHN-
4eckKMe acnekTbl, CBA3aHHble C NPefoCTaBNEHMEM TaKMX CKUOOK, COrNacoBbIBAOTCS B
pabo4yem nopsake c KoMnaHnen «Joktop Bed».

[ns nony4eHns Takom CKUAKM KOMMAHWUA LOMKHA NPeAoCTaBUTb KOMMIO NNLEH3MN,
NoATBEPXXAAIOLLEN NPABO 3aHNMATbCS COOTBETCTBYIOLLIEN AeSTENbHOCTbIO.

Ecnu koMnaHusa - NOCTaBLIMK TenemMaTuyeckux ycyr - paHee npuobpeTtana CcooTBeT-
CTBYIOLLYIO NMNUEH3MIO Ha pelleHns Dr.\Web, npu npoaneHnm nMLUeH3nm Takas KoMnaHus
nony4aet cknaky B 50% OT ueHbl OeMUCTBYIOWEro Npanc-nmcra, Npu ycnosBuy npeno-
CTaBMEHMS BUPYCHOW CTAaTUCTUKM 1 pa3MeLLLeHMS Ha CBOEM CanTe MHOopMaUMm o dakTe
1NCNonb3oBaHMa aHTMBKpPYca Dr.\Web anga 3awmTbl MHDOPMALIMOHHBIX PecypCcoB CBOMX
KNIMEeHTOB. B NpoTrBHOM Cnyyae cknaka Ha npogneHve Ha 1 rog coctasngeT 30%.



35 Dr.WEB®

AnTuBMpyc Dr.Web® Security Suite — Bce, 4TO HYy>KHO A1 3aLLMTbI OT BMPYCOB U CNamMa

PacyeT cTOMMOCTM NNLEH3UN NS MPOBanaepoB

1 ron 0,85 0,5
2 roga 1,35 1
3 roga 1,85 1,5

KosppurumeHT NpuMeHaeTCa K LieHe nnueH3nmn Ha 1 rof,.

NMpopneHune nnueHsun
MpoanTb CPOK NOMb30BaHMS Npoayktamm Dr.\Web MoxHo Ha 12, 24 1 36 MmecaueB.

CtouMocCTb npoafieHna Ha 12 mMecdaueB onpenensercad YMHOXeHMeM CTOMMOCTU COOT-
BETCTBYIOLLEN TNLEH3MN Ha 12 MecsaLeB Ha Ko3hduumeHT 0,7.

CToMoCTb NpofieHns Ha 24 Mecsua onpenensaercs yMHOXeHeM CTOMMOCT COOTBET-
CTBYIOLLEV NNLEH3MN Ha 12 MecaueB Ha KoadduumeHT 1,3.

CTouMOCTb NpoafieHna Ha 36 MecaueB onpenensercd YMHOXeHMeM CTOMMOCTU COOT-
BETCTBYIOLLEN NNLEH3MN Ha 12 MecsaLEeB Ha Ko3hduumeHT 1,9.

BHUMAHMWE! Ko dhurumeHT, nprMeHseMbIn Npr pacHeTe CTOMMOCT NpoaJieHus, SBNs-
eTCA CKUOKOM, MO3TOMY Ha AaHHbIM KOIMPMULIMEHT TakXKe PacnpoCTpaHAETCA npaBuio
O TOM, YTO CKMOKM HEe CYMMUPYIOTCH.

Tonbko KnoyeBom dann Dr.Web aBnsetcs ocHoBaHMeEM Af1S NONYYeHNs CKMAKM Ha Npof -
nexue. OAMH 1 TOT Xe KIto4eBow dan MOXeT ObITb NPOANEH TONbKO oAuH pa3. MNpaBuna
npoaneHuns knoveroro darna Dr.\Web ans naptHepoB, nMetoLmx 4OCTYN K reHepaTopy
CEepUMHbIX HOMEPOB W KitodeBbix harnos Dr.Web, onucaHbl B pasgene «leHepaLms
CEPUMHBIX HOMEPOB U KIto4eBbIX (DanIoB».

MpoannTb CO CKMAKOW MOXHO NMUEH3MIO Ha aHanorndHoe petleHne Dr.\Web, cpok
JeNCTBMSA KOTOPOW COCTaBNSAET HE MeHee 6 MecsLIeB.

[na nonyyveHmns CKMOKM Ha NpoaJieHne Nosib3oBaTesb AOMKEeH NpeoCTaB/TbL NpoaaBLy
NNLEH3MOHHOe CcormnallieHe unn knodeBon dann (B Tom yncne OEM) B kadecTe
NoATBEPXAEHVA MpaBa NoJfib30BaTess Ha NonyvYeHre CKMOKM Ha NpoaieHme.

Mpy NpoafieHUM NULEH3UW TOKynaTenio NpegocTaBnaeTcs CKMOKA Ha NpPOAeHue
NNLEH3MM Ha Takoe Xe KONMMYeCTBO 3alMLLaeMbIX 0OBbEKTOB, YTO U B MPOAIeBaeMOM
nnueHsuun. TlpoaneHne ¢ [Oo3akynkon (yBenuyeHMeM KoNmM4ecTBa 3allMLLAeMblX
0DOBEKTOB) OMUCAHO HUXE.

[ns pacyeTa CTOMMOCTU NPOASIEHNS NULEH3U ANS NbrOTHbIX KAaTEropnii CMOTpUTe
npaBuiia NCHNCNIEHNS CTOMMOCTU JINLLEH3UW AN NIbFOTHbIX KaTeropum 1 CKNpKun
AN npoBanaepos yayr HTepHerT.
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[ns npoaneHns nuueHsun Ha npoaykTtel Dr.\Web Security Space n AHTuBMpyC Dr.Web
ans Windows (3awmta 1 vnum 2 MK Ha 1 rog 1 bonee) koMmnaHuns «JJoktop Beb» paspa-
boTana npenenbHO NPOCTYIO NpoLeaypy NPOASEHNS — NPOCTYIO Kak A/15 Nonb30oBaTenen,
Tak 1 Ans NapTHepoB KoMnaHum «[Joktop Beb», — Gnarogaps KOTopow npoBepKa npaka
nokynaTens Ha NPOAeHNe CO CKMOKOW NPOU3BOAMTCSA Ha CepBepax KoMMaHuu «JJoktop
Be6» aBTOMATUYeCKM B NPOLIECCE perncTpaummy nokynatenemM CEpUMHOro HomMmepa NPoa-
neHus.

npeI/IMyLU,eCTBa ynpouweHHOro npogneHns

] Kaxxabln nokynatenlb MOXET KynTb NPOAYKT npoafieHus 6e3 noaTeepXaeHuns
NpoAaBLyy CBOEro MpaBa Ha NPOAJIeHNe — Takasi NPOBepKa NPOV3BOAUTCS aBTO-
MaTL4eCKI B MpOLecce permcTpaLmm nokynatenem cepmmnHoro Homepa Dr.Web.

[ MapTHepy He TpebyeTcs NoATBepPXAaTb KOMMNaHWK «[JokTop Beb» dakT neranb-
HOCTW NPOoLaX NULEH3UM NMPOANEHNSA NULEH3NOHHBIMU CcepTudmrKataMmn nUnu
OTPbIBHBIMW KYMOHaMW Ha npogJieHue.

[ | ﬂ,ﬂﬂ npoaneHnda nogxoamT He TONbKO NMpoaykKT npogsieHnd, HO M HOBad NTMLEH3NA.
MpaBuno «100 gHen»

Mbl NpoCcMM MNapTHEPOB MpeaynpeauTb NOKynaTenewm 31eKTPOHHbIX NULLEH3NN
npoaneHus Ha npoayktbl Dr.\Web Security Space n AHtnempyc Dr.Web ons Windows
(3awmTa 1 vnm 2 MK Ha 1 rog, 1 6onee) o ToM, YTO B MPOLLECCe PErnCTpaLIMmM CePUIMHOTO
HOMepa NPOoANEeHNs CnedyeT yKa3aTb Npeablaylwyin KodYeBow dann Mnm cCepuimnHbin
Homep Dr.Web 1 Takum obpa3om NoaTBepAnTb CBOE NPAaBO Ha NPOAJSIeHME CO CKMOKOMN.
B NpoTMBHOM clly4ae CpOK NIMLLEeH3MU NpoasieHns GyaeT ymeHblueH Ha 100 pHen.

Ins npognenua Dr.Web Security Space n AHTnBMpyc Dr.Web ana Windows (3aumTa 1
nnn 2 MK Ha 1 rog 1 6onee) NOAXOAUT He TONbKO 3NIEKTPOHHAs NULLEH3US NPoa-
NeHNs, HO U HOoBasl NNULLEH3USA (INEKTPOHHAas NN B KOPOOOUYHOM BupAe). YToObI
noKynaTteSlb HOBOW JIULLEH3UW, MMEIOLL MPaBO Ha NPOANEHME CO CKUAKOW, NONy4un
100 GOHYCHbIX AHeMn, eMy HEODXOAMMO B NPOLECCe PErncTpaumm HoOBOW NULEH3UN
yKazaTb npeaplaywmmn KnodeBon ann nnm cepumnHbin Homep Dr.Web. YBenudneas
TaknM 0H6PaA30OM CPOK AeNCTBMA HOBOV NNLEH3MM Ha 100 aHer, komnaHus «oktop Bed»
BO3BPALLAET MOJIb30BaTeNAM WM3MNLLIHE YMnadvyeHHble OeHbrv B BUAE OOMOMHUTENbHbIX
[IHEV NOfb30BaHMS HOBOW NIULIEH3MEN, 1 NOMNb30BaTeSlb He TEPSIET OOELLAHHYIO CKUAKY.

[lo3akynka

Mpy yBENUYEHUM KONMYECTBa 3allMlLaeMbiXx OOBEKTOB B TeYeHMe CpoKa [encTBUS
NNLEH3UN  CTOUMOCTb  AOMONHUTENbHbIX JIULEH3UA PACCYUTBLIBAETC MO TekyLlemy
npanc-nucty 6e3 cknaku, HoO NPOMNOPLIMOHANBHO OCTABLLEMYCS BPEMEHW OeNCTBYIOLLEN
NNLEH3UN.

|_|pl/l 3TOM CTOVMMOCTb JOMNONHUTENbHbIX INLEH3UIN 6ep6TCﬂ M3 Oalfa30Ha, COOTBETCTBY -
ouero CcyMMapHOMY Konm4ecdrBy 3alliilaeMbIX 00BbEKTOB.
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OcTaBlUeecs BpeMs AeNCTBUSA NULEH3NM PaCCHUTBLIBAETCH MCXOOA M3 YMCNa MecsLeB,
OCTaBLUMXCS 0 UCTEYEHUSA CPOKa paHee NprobpeTeHHOM NNLEH3MM (MPY STOM HEMOJHbIN
MecsiL, okpyrnsetca go 1 mecaua).

[o3akynka + [NpoaneHue

MNpy ogHOBpeMeHHOM npogfieHun 1 fgosakynke ueHa LO3AKYTAEMbIX nuueHsnm
PACCYUTLIBAETCA NCXOAA M3 LieHbl OMana3oHa, B KOTOPOM HaxoamMTcs oblliee 4mco
nprobpeTtaeMbix NLEH3MM (NpoasieBaeMbIx + fo3akynaemblix). LieHa MPOOJTEBAEMbIX
NULLEH3UM PaCCHNTBIBAETCA UCXOOS M3 LIeHbl AMAana3oHa, B KOTOPOM HaXOLMUTCSH YMUCIO
npoaJieBaeMbIX IMLEH3UN,

«MEPEXOAW HA 3EJIEHbIN! »

NMporpamma nbrotHoro nepexoga Ha aHtusupyc Dr.Web gns
nosib3oBaTenen Apyrux aHTUBUPYCHbIX NporpamMmm

1. IaHHoe cneumansHoe npeasioxeHme pacnpoCcTpaHaeTcs Ha Bce npoaykTbl Dr.\Web,
kpome Komnnektos, Dr.Web CureNet! n Dr.Web Curelt!.

2. Cknaka He npenocraBnaeTcd 4aCTHbIM 1AM, a TOJIbKO OpraHn3aunamM 1 KOMIa-
HNAM, KOTOPble MOTYT NOJTy4UTb CKNAOKY TONMBKO OOWMH Pas.

3. Ckunaka npu nepexofe He NpefocTaBnseTcs nonb3oatensm OEM-nnueH3nin.

4. Tpwn nepexofe Ha ogHoroan4Hylo nuueHsmio Dr.\Web npepgoctaBnsietcs ckmaka
50 %. lNpu nepexofe Ha OBYX-U TPeXroguyHble NMLEH3UM 019 pacyeTa CTou-
MOCTU NpUMeHSAeTC KoduLUmeHT 1 nnn 1,5 COOTBETCTBEHHO, KOTOPbIV YMHO-
XKaeTCs Ha LieHy FOA0BOM NNLEH3MM Ha aHTuBMpYyC Dr.Web.

5. Ckuaka npw nepexofie C APYroro aHTMBMPYCHOMO MPOAyKTa MpeaoCTaBseTcs
TONbKO Ha aHanoru4Hoe pelleHne cemenctea Dr.\Web (no Tuny v uncny 3aum-
LLIaeMbIX 0OBbeKkTOB).

6. [Ana nofsyd4eHns CKMAKW Ha Mepexof Mofb3oBaTeflb LOMKeH MpefoCTaBUThb
OpUTrMHaN UK Kno4eBown ann, UM NMCbMO-NOATBEPXKAEHME O MOKYMKe 3eK-
TPOHHOM BEPCUU aHTUBMPYCa APYroro NPOV3BOAUTENS C COAEPXKALLENCS B HEM
PErncTpaLMoHHON MHMOPMaLIMEN.

7. CkmAka npenocTaBnAfeTcs nonb3oBaTeNaM NNLEH3UW, CPOK AENCTBUSA KOTOPbIX
3aKOHYUTCS He Mno3xe, YeM Yepe3 30 fHewr co AHA obpalleHus Kk MapTtHepy OO0
«JJokTOp Beb».

8. ECM CpoK NULEH3NN Ha aHTUBMPYC OPYroro NPpoOn3BOAMTENS HA MOMEHT ONnaTbl
NNUEH3MM Nepexofla He WCTek, OCTaBlUeecs Bpems OecnnatHo fobaBnsercs
K CPOKY HOBOW JINLIEH3UN.

9. [HanbHewnluee npoaneHme NMUEeH3nn nepexona Npon3BoanTCs C0ObIYHOW CKUIKOM
Ha NpoafeHue.

10, CkMAKM NpOrpamMMbl He CYMMMPYIOTCA HI C KaKUMK APYTMMK CKMOKaMM,
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Tabnuua ckugok

NULEH3nU
2 3 2 3 2 3

Cpok nnueHsnm

1 ropn

roga

roga

1ron

roga

roga

1 ropn

ropa

roga

He nbroTHble KaTe-
ropum

1,6

2,2

0,7

1,3

1,9

0,5

1

1,5

Y4eOHble 3aBe-
LeHus, bubnamo-
TEeKM 1 yuYpexaeHms
3[1paBOOXPaHeHMs

0,5

0,85

1,2

0,35

0,7

1,05

0,5

1.5

MNpoBavaepsbl
TenemMaTn4eckmnx
ycnyr

0,85

1,35

1,85

0,5*

1,5

0,5

1,5

MoHMXaoLWLMIA KOIDDUUMEHT NPUMEHSETCS K LieHe nuleH3MK 3a 1 ro (cornacHo npanc-nmcry).
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Bupabl noctaBku npoaykrosB Dr.Web Security Suite

1. dnekTpoHHas nuueH3nsa Dr.Web

Mpy nNoctaBke 3NEKTPOHHOW NULEH3MM MOMb30BaTENO NpPefoCTaBAseTcs
CcepunHbIM Homep (cneumanbHbIn OyKBEHHO-LMGMPOBOA KoA), Heobxo-
LVMbIV Ans peructpaumn Ha cepepe OO0 «[loktop Beb» ¢ uenblo nony-
YeHUS MNLLEH3MOHHOTO KITlodeBoro danna Dr.Web.

2. KaptoHHas ynakoska Dr.Web

m  DupmeHHas kapToHHas kopobka Dr.Web, cdopmmpoBaHHas nop
KOHKPETHOIO 3aKa3yuka, C NIMLEH3NOHHbBIM [JOrOBOPOM.

W
ty 5paceP™° u  DupmeHHas KapToHHas kopobka DrWeb c cepuiiHbIM HoMepoMm ans

L)
sgcuri

perucTpaumm npoaykTa Yepes IHTEPHET C Lenblo NOoMyYeHus NNLEH3U-
OHHOrO K/to4eBOro danna, C MMUEH3MOHHBIM [LOTOBOPOM.

B KOMNneKkT noctaBku BXOOAT:

m CD-guck B MPMEHHOM KOHBEpPTE CO CChINKaMM Ha  AUCTPUOYTMBBI
TekyLmx Bepcuin Dr.Web Security Space Pro, AHTMBMpYyca Dr.Web Pro,
AHTMBMpPYca Dr.Web ans Windows Mobile, Dr.Web ans Symbian OS,
Dr.Web LiveCD, a Takxe fOKYMEHTaLMen B 311eKTPOHHOM BUAE;

m  OnaHK JMLUEH3MOHHOMO CepTUdUKaTa C HamevaTaHHbIM Ha  Hem
CEPUNHBIM HOMEPOM;

KHW>XKa <<KpaTKaF| MHCTPYKLKMA MO YCTaHOBKe N perncrpaunn»;
I'IJ'IOM6I/IpOBO‘-IHaF| Haknemnka.

AHLEH3MOHHLF S
CEDTHMOMEAT % Dr.WEB°

KpaTkoe pyKoBOACTEO
o ycraHoBKe, perncTpaumn
w3anycxy

S \
%' Dr.WER- | 2=\

€1992 o5,

o

©000 g
08700 Beg
L e

0000408,

/A

3. ®upmeHHas kopobka Dr.Web ana Mac OS X +
Dr.Web Security Space Pro

WE

p— DurpMeHHas kKapToHHas kopobka Dr.Web ¢ cepnintHbiM HoMepoMm Ans pern-
e Dy WV

G e CTPaLMM NPoayKTa Yepe3 VIHTePHET C LeMbio NOyYeHNs NULEH3UOHHOIO
Knto4eBoro arna, ¢ IMUEH3NOHHbBIM [IOFOBOPOM.

B KoMnnekT noctaBkM BXOAST:

m  USB-HocuTenb emkoctbio 2 Gb, Ha KOTOPOM 3amnmcaHbl NporpaMmbl
Dr.Web gna Mac OS X, Dr.Web Security Space Pro, Dr.Web LiveCD;

OrnaHK NNLEH3NOHHOTO cepTUhUKaTa;
KHUXKa «KpaTkas MHCTPYKLMS NO YCTaHOBKE U PErUCTpaLmmy;
= NIOMOMPOBOYHAsS HaKJenKka.
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w1 «IVIanmeIi GU3IHeC»

&
u
3

4. DupmeHHas kopobka «Komnnekr Dr.Web Manbin 6usHec»

DurpMeHHas KapToHHas kopobka Dr.Web ¢ cepuinHbIM HOMepOM AJis peru-
cTpaumMm NpoaykTa Yepes VIHTEpHET C LEenbIo NoyYeHns NULEH3MOHHOTO
Knto4eBoro anna, C IMUEH3MOHHBIM [LOTOBOPOM.

B komnnekT NoctaBkM BXOASAT:

m DVD-amck B OUPMEHHOM KOHBEpTE CO CCbINKaMW Ha  AUCTPUOYTMBBI
TekyLmx Bepcuin Dr\Web, a Takxe LOKyMeHTaLMen;

m  OflaHK JIMUEH3MOHHOTO cepTucukata C  HamevyaTaHHbIM Ha  HeMm
CepUHbIM HOMEPOM;

u I'IJ'IOM6l/lpOBO‘-IHaF| Haknemnka.

LA 3ANTBI GH3HEeCa

Dr-WEB*®

5. ®upmeHHas kopobka «Dr.Web pgns 6usHeca»

DurpMeHHas KapToHHas kopobka Dr.Web dopMupyeTcst nog KOHKPETHOMO
3aKas4uka.

35 Dr.WEB® ]’)

Aurusmpye na Windows

n wf'
opnenve
S poan: A

P g )
i eV

Mpopnenve ’
w e,
B nopapok!
40K iz

O Wy

6. KapTbl npoaneHunsa

MpocTor 1 yaoOHbIN Cnocob NPOAUTL MULEH3MIO Ha
Dr.Web Security Space Pro

Dr.Web Security Space

AHTMBMpPYCc Dr.Web Pro

AHTnBupyc Dr.Web ans Windows

Dr.Web ans Windows. AHTUBUpPYC+aHTUCNaM

KapTbl mpoafieHus nogxoddT BCeM MOKynmaTensMm, Jaxe TeMm, KTO elle
HWKOrOA He MOnb30BancCs JNNLEH3VEN Ha MNepedncsieEHHble aHTUBUPYChI
Dr.Web. OgHako, Cpok NMLEH3MM NocnefHX OyAeT yMeHblUeH B npoLiecce
pernctpaumm Ha 100 gHen.

&' Dr.\WEB®

Security Space

+ DrWeb ans Windows
Mobile/Symbian 05
BTOJAPOK

(Fiy

7. OEM-nuueHs3umn Dr.Web
m  CD-auck B OyMaxkKHOM KOHBEPTE, a Takxke PerncTpaLmMoHHas KapTodka ¢
PEerucTpaLmoHHbIM CeEpUinHbIM HoMepoM Dr.Web;

®m  CKP3TY-KapTa C cepuiHbiM HomepoM K OEM-nmueH3um Dr.Web Security
Space Pro, HakneeHHas Ha OyKneT 1 ynakoBaHHas B OyMaskHbI KOHBEPT.

BHMUMAHME! bnaxk JIMueH3noHHOIo AOroBopa C PErMCTPALLMOHHOM KapTOYKOM NpenocTaBs-
etca becnnatHo. lNMoctaka JIMLEH3MOHHOIO AoroBopa C MoObIMKU NPOAYKTaMU NS lopuanYe-

CKMX NnL, obsA3aTensHal
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dopmMmupoBaHue Koga NPoOAYKTa
Kog noboro npoaykra uMeet BUA:
ABC — DXX = xxxx — yz

MosicHeHWs K (POPMUPOBaHNIO KOLOB 3K3EMTISPOB NPOrpaMm

A B C D XX o y1 12

Konnyecrso
3aLLMLLAEMBbIX
obbekToB
(MK, n/au
T.0.)

Tun
JNINLEH3UN

Tun 3alluLaemMblv Cpok

Komnnekraums (0@

npoaykKTa 0ObekT nmueH3nm

L - sk3emnnsp
nporpamMmbl S - 01 - Cenbmon 1- -
L P - . . W - HOBbIV
3arpy>aembii hannosbIv . OAVH 3HaK —
aHTMCnaMm Windows nosnb30-
C VIHTEepHeT- cepsep MecsL, ThICAYM
8 BaTeslb
canTa
— KapTouK P - 03 - . 2 -
(S [Efarerle] A- = L- Bocbmow 3Hak
CO CKP3TY- MO4YTOBbIN : TpU npoafieHne
- aHTMBMPYC Linux — COTHMU
Mo0Con cepBep mMecaua JINLEH3UN
3 — nepexon
B — sk3emnndap D - W — 06 — CaHTU-
nporpaMmbl | aHTUBUPYC A- [leBATbIN 3HaK = BUPYCOB
o paboyas LuecTb
B KapPTOHHOM + Bce OC — [ecATKN Opyrmx
CTaHumn MecsLEeB
Kopobke aHTMCNaMm npou3Bo-
autenen
C- 4 -
42 -
D- paboyas yqebHoe
O - - npoasieHne
3K3eMnaAp OEM CTaHUmsA N - 12 - [ecsaTtbin 3HaK = 3aBefeHue, ona
nporpamMmel B C LieHTpa- Novell | omomHrom = —eduHWUBl | y4.30paBo-
npoayKTbl y4ebHbIX
DVD-ynakoBke JIN30BAHHbIM OXpaHeHns, S
3aBefeHnn
ynpaeneHnem ounbnmoteka
52 -
G- U npoasieHve
K- . 24 - 5 - poa
NHTEpPHET - Unix- . ans
KoMnnexkT [1Ba rofa nposangep _
LUITIO3 BEpPCUA npoBange-
pos
6 —
Y - E-MS 36 -
roxy-cepep | Exchange = Ttpuropa yHacthmk
proxy-cepsep g p aKLMM

Mpumep 1. 3akazunky Heobxoamma 3awmta 1 MK nog ynpasnexHem Windows (Tonbko
AHTUBMPYC) Ha 12 MecaLeB, aNeKTpoHHas nuueH3sus. Mokynka Dr.Web ocyuiectBnsercs
Brepsble. B faHHOM npumepe:

A = L — 3nekTpoHHas nnueH3us (1 3Hak);

B = A — aHTMBMpYC (2 3HaK);

C =W — paboyas ctaHums (3 3Hak);

D = W - onepaumnoHHas cuctema Windows (4 3Hak);

XX=12 — cpok nnueH3npoBaHuns 12 Mmecsues (5 1 6 3Haku);
xxxx = 0001 — oauH 3awmiLiaembin oobekT (7, 8, 9 1 10 3Hakn);
y = 1 — nepBunyHas nokynka (11-n 3Hak);

Z — B JaHHOM npuMepe oTcyTcTBYeT (12-1 3HaK).
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Takum obpaszom, kog npoaykra — LAW-W12-0001-1.

Mpumep 2. 3akazunky Heobxoamma 3atmta 2 MK nog ynpasneHvem Windows (AHTK-
BMPYC) Ha 24 MecsaLua, NPoAneHe NMeOLLEeNCs NMNLEH3NN.

Kog npogykra — DAW-W24-0002-2.

Mpumep 3. 3akazumk — y4ebHoe 3aBefeHMe — NPOANEBAET NULEH3NIO AN 3aLlMThI
noytoBoro cepsepa (OC — Unix, 101 agpec, AHTUBUPYCHAHTMCNAM) Ha 12 MecsueB.

Kog npogykra — LDP-U12-0101-42.

[na kaxpgoro NPoAyKTa CyLLeCTBYeT CBOW Meama-KomnnekT. Meama-KoMnnekT — 3T0
yMNakKoBKa, onaHk JIMUEH3NOHHOIO CepTI/Iq)I/IKaTa, MaTepmaanbM HOCUTENTb C ANCTPU-
6yTI/IBaMI/I nporpamMMm, OOKyMeHTal 4. Takmm o6pa30|\/|, MedWa-KOMIMNeKTbl MO3BONAIOT
obecneynTb MaKCMManbHYIO ONTUMMN3aL MO NOTNCTUKU (c6op|<a, JOCTaBKa, XpaHeHI/Ie).
Bce Bnabl Meavia-KoOMMIeKTOB OMNMMCaHbl B I'IpaI;IC-J'II/ICTe.
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AHTHBUpYC Dr.Web® Security Suite — Bce, 4TO HYy>KHO A1 3aLLMTbI OT BMPYCOB U CNamMa

LleHooOpazoBaHue. Mpanc-nucr

Mpanc-nnucT COAePXUT MHPOPMALMIO O PeKOMeHAYEeMbIX LIeHax Ha BCe NPORYKTbl U
KomnnekTbl Dr.\Web B cnegyoux aranasoHax:

[ Kopobo4Hble npoaykTbl DrWeb — 1 nnn 2 MK Ha 1 unn 2 roaa.

u Dr.Web Enterprise Suite — 3awuta pabo4mx ctaHUMM B MacluTabe npeanpuatins
(C ueHTpann3oBaHHbLIM ynpaBneHem), ot 5 go 500 MK;

u Dr.Web CureNet! — ceTeBas ytunuta ons neveHms paboumx CTaHLMM NOKanbHOW
ceT noboro MactuTaba (c LeHTpan3oBaHHbIM yripasneHviem), ot 10 go 10 000 MMK;

u Dr.Web ATM Shield — ueHTpanu3oBaHHOe ynpaBneHMe 3aLMTON BCTPOEHHbIX
CnCTeM;

u Dr.Web ans Windows — 3awuta paboymx craHummn (6e3 LeHTpanmM3oBaHHOMO
ynpaeneHus), ot 1 go 50 MMK;

] Dr.Web Curelt! — ytunuta ons nedeHus pabounx ctaHumn Windows (6e3 LeHTpa-
N30BaHHOrO ynpasneHns), oT 1 go 50 MK;

Dr.Web — ckaHep komaHgHom ctpoku, ot 1 go 500 MK;

Dr.Web - 3awwmTa dhamnoBbix cepBepos, oT 1 a0 50;

Dr.Web — 3aumTa Nno4TOBbIX CEPBEPOB: Nt0OOE Yncno agpecos oT 5 oo 3000;
Dr.Web — 3awmta SMTP-wwnio308: noboe 4ymcno agpecos ot 15 go 3000;
Dr.Web — 3awmTa nHtepHeT-wWwMo308: o1 25 go 1000.

BHUMAHMWE! Ecnn nprobpeTtaeTcs pelueHue, B KOTOPOM KOSIMYECTBO 3alLMLLIaEMbIX
0OBEKTOB NPEBbLILIAET KONMYECTBO, YKa3aHHOe B NMPancC-nncTe, NapTHep oba3aH 3anpo-
CUTb LeHbl 1 npenoctaButb B OO0 «[oktop Beb» no agpecy partners@drweb.com
crlefyioLLme JaHHble O nokynarese:

Ha3BaHWMe OpraHn3aunun;

= ee afpec;
n e-mail;
= TenedoH TEeXHUYEeCKoM CnyXObl KIMeHTa, OTBETCTBEHHOW 3a aHTUBMPYCHYIO

3aLUmnTY;
] KOHTaKTHble AaHHble Cy>XObl TEXHNYECKOM NOAAEPXKKM NapTHEpPA.

Bce BMAObI CKMOOK ON15 TaKMX PeLleHU NPeaoCTaBifoTcs KOHEYHOMY MOb30BaTesNto
TOMbKO MO COrNacoBaHMIO C KoMnaHuen «[loktop Beb».

© 000 «[lokTop Beb», 2003 — 2010
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